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METOJUYECKHNE PEKOMEHJIAIINUN

I10 OBECIIEYHEHHIO C ITOMOUIBIO KPUIITOCPE/ICTB BE3OITACHOCTHU
I[NEPCOHAJIBHBIX TAHHBIX TP UX OBPABOTKE B MTHOOPMAILIMOHHBIX
CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX C NCIIOJIb3OBAHUEM

CPEJACTB ABTOMATU3ALIMN

Bsenenue

Hacrosimue Meronndyeckne peKOMEHAAUH IO OOECIEYCHHUI0 € TOMOIIBI0 KPHITOCPEACTB OE30MaCHOCTH
NEpCOHAJBHBIX JAaHHBIX HIpU HUX 00paboTke B MH(OPMAIMOHHBIX CHUCTEMAax IEPCOHAIBHBIX JaHHBIX C
WCTIOJIB30BAaHUEM CPEJICTB aBTOMATH3aMH (1anee - MeTtonnyeckne peKOMEeHIaIluK) pa3padoTaHbl B COOTBETCTBUH
c 11. 2 [TocranoBnenus IlpaButennbctBa Poccuiickoit @eneparnuu ot 17 Hos6ps 2007 r. N 781 "O6 yTBepKaeHUH
[Tonoxenus 06 obecriedeHUH OE30MACHOCTH TEPCOHANBHBIX AAHHBIX NMPU UX 00paboTKe B MH(OPMAIIMOHHBIX
crcTeMax IepCOHAIbHBIX JaHHBIX".

Metoauueckne peKoMeHIaluK MpeJHa3HAuYeHbl JJIs ONepaToOpoB M pa3pabOTUYMKOB MH(DPOPMAIIMOHHBIX CHUCTEM
NEPCOHAIBHBIX JAHHBIX U OXBATBHIBAIOT BOIIPOCHI 3AIIUTHI IEPCOHATIBHBIX JAHHBIX C TIOMOIIBIO KPUITOCPEACTB.
MeTtoauyeckuMi pEeKOMEHJAlMsIMH HEOO0XOAMMO pPYKOBOJACTBOBAaThCA B Cllydyae ONPEICNIEHUS ONEepaTopoM
HE00X0AUMOCTH oOOecredyeHns: Oe30MacCHOCTH TMEPCOHAIBHBIX JIAHHBIX C HCIOJIb30BAaHUEM KPUOTOCPEICTB (32
UCKJIIOUYEHUEM Cllydas, KOorja OlepaTopoM SBIseTCs (PU3MUECKOE JIMIIO0, UCHOJB3YIOIIee NepCOHAIbHbBIE JaHHbIE
MCKJTFOUUTENILHO JUISl TMYHBIX M CEMEHHBIX HY)K[T), @ TAKXKe MPU 00ecTIedeHnH O€30MaCHOCTH NEPCOHATIBHBIX JJAHHBIX
npu oOpaboTke B MH(GOPMAIMOHHBIX CHCTeMax, OTHeceHHBIX K kommeTeHuuun P®CBb Poccun. B wactHoCTH,
MeTtoanyecKMMH peKOMEHIAUIMHI He00X0AUMO PYKOBOJICTBOBATHCS B CIEIYIOIIUX CITydasx:

- Ipy 00ECTeyeHNH C UCIOJIb30BAHUEM KPUIITOCPEACTB O€30M1aCHOCTH MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe
B TOCYAApCTBEHHBIX MH()OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX (uacTh 5 DenepaiabHOro 3akoHa ot 27
utons 2006 r. N 149-@3 "O06 unpopmanyu, THGOPMAITMOHHBIX TEXHOJIOTHUSX U O 3auuTe nHdopmanuu");

- TIPY UCTIOJIb30BaHUU KPUIITOCPEACTB IJIsi 00eCTIeUeHUsl IEPCOHATIBHBIX JAHHBIX B CIIy4asiX, MPEeJyCMOTPEHHBIX I1.
3 IlonoxeHus o pazpaboTKe, IPOU3BOJCTBE, pean3alii U KCIUTyaTalluy UG POBATIBHBIX (KPUIITOrpapuIeCcKHX)
cpencts 3ammTthl nHGopmarmn (I[Tonoxenue [TK3-2005).

Hacrosmue Meroanueckue pekOMEHJallui He pacpOCTPaHsI0TCS Ha HHGOPMAIIMOHHbBIE CUCTEMBI TEPCOHATBHBIX
JAHHBIX, B KOTOPBIX:

- IepCOHaJIbHbIE JaHHbIE 00pabaThIBalOTCs 0€3 NCIIOJIb30BAHUS CPEJICTB aBTOMATHU3AIIHH;

- 00pabaTbIBatOTCs NEPCOHATIBHBIE JAHHBIE, OTHECEHHBIE B YCTAHOBICHHOM MOPSAIKE K CBEJCHUSAM, COCTABIISIOIINM
roCyZapCTBEHHYIO TailHY;

- TEXHUYECKHE CPEeICTBA YaCTUYHO WJIM LEIMKOM HaxoAaTcs 3a npenaenamu Poccuiickoit denepanui.

1. OcHOBHEIE TCPMUHBI U UX OIIPCACICHUA

B mactosimmx Mertoaudyeckux peKOMEHJauusax W mOpu B3aumojnedctBuu ¢ juneHsnatamu PCBH Poccuwn,
SIBJSIIONTUMUCS  pa3paOOTYUKAMU KPUIITOCPEACTB, pa3pabOTYMKaMU HHPOPMAIMOHHBIX CHCTEM TEPCOHATBHBIX
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JAHHBIX, B KOTOPBIX UCIOIB3YIOTCS KPUIITOCPEACTBA, NI CIIELIMAIN3UPOBAHHBIMUA OPraHU3alUAMU, IPOBOAALLIUMHU
TEMAaTHUYECKUE UCCIIETOBAHUS KPUIITOCPEICTB, UCIIOJIB3YIOTCS CIEAYIOINE OCHOBHBIE TEPMUHBI.
ABromaTtusupoBaHHas cuctema (AC) - cuctema, coCTOsIIAs U3 MEePCOHaAIa U KOMIUIEKCa CPEeICTB aBTOMATH3aIH
€ro JIeSITeIbHOCTH, peaTn3yronias HH(HOPMAIIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBJICHHBIX (PYHKIHI <1>.

<1>TOCT 34.003-90.

ABTOMaTH3UpOBaHHas cucTemMa B 3auuiieHHoM wucnonHenun (AC3U) - aBTomaTu3upoBaHHAs CHUCTEMA,
peanusyromas HHPOPMAIMOHHYIO TEXHOJIOTHUIO BBIMOJIHEHHS] YCTAHOBJICHHBIX (DYHKUHMH B COOTBETCTBUU C
TpeOOBaHUSMU CTAHIAPTOB U (MJIM) MHBIX HOPMATHUBHBIX JIOKYMEHTOB 10 3aIIuTe HHPopMarun <1>.

<1>TOCT P 51624-2000.

Ataka - 1eJeHallpaBIECHHbIE JEHCTBUS HApYLIMTENS C MCIOJIb30BAaHUEM TEXHMUYECKUX U (WMJIM) MPOrpaMMHBIX
CPEACTB C ILENbI0 HApYIICHUs 3aJaHHBIX XapaKTEpUCTUK OE30HMacCHOCTH 3allUIIAEMON KPUIITOCPEICTBOM
MH()OPMAINN WIH C IETbIO0 CO3JaHUs YCIOBUH JUIS 3TOTO.

be3zonacHOCTb - COCTOsIHME 3aLMIEHHOCTH )KM3HEHHO BaXKHBIX HHTEPECOB JINYHOCTH, OOILECTBA U TOCYAAPCTBA OT
BHYTPEHHUX U BHELIHUX yrpo3 <1>.

<1> 3akon Poccutickoit ®enepanuu "O 6e3omacHocTH".

be3onacHocTh 00BEKTA - COCTOSIHUE 3AIIMIIIEHHOCTH 00BEKTa OT BHEITHUX U BHYTPEHHUX yTPO3.

[Ipumeuanwue.

JlanHoe ompeneneHue pacupocTpaHseTcs Ha 000 peaibHbIi 00BEKT, B KaU€CTBE KOTOPOTO MOTYT BBICTYIATh
TEXHUYECKHE  CpeACTBa, MpOTrpaMMHBIE  CpeAcTBa, HHOpMalus, HHPOPMAIMOHHBIE  TEXHOJIOTHH,
MH()OPMAIMOHHBIC CUCTEMBI, HH(POPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIC CETH, 3/IaHUs, COOPYKCHUS U T.II.

BJ’IOKI/IpOBaHI/Ie NEPCOHATIBHBIX IOAaHHBIX - BPEMCHHOC IIPCKpAIICHUC c60pa, CHUCTCMaTUu3al, HAKOIIJIICHHA,
HCIIOJIb30BaHUA, pACIIPOCTPAHCHUS IICPCOHAJIBHBIX JaHHBIX, B TOM YUCJIC UX TIE€pCaavun <1>.

<1> ®enepanbHsblii 3ax0H "O NEpCOHANBHBIX JAHHBIX .

BerpanBanne kpunrocpencTBa - IMpoLece MOAKIIOUEHHMsS KPUIITOCPEICTBA K TEXHMYECKHMM M IPOTrpaMMHBIM
CpEICTBaM, COBMECTHO C KOTOPBIMU IIpPEAINOJIaraeTcs €ro ITaTHOe (PYHKIMOHUPOBAHUE, 32 HUCKIIOYEHHEM
nporecca MHCTALISLMH.

JlokymeHnTupoBaHHbIe (AeknapupoBaHHbie) Bo3MokHOCTH [1O (TC) - pynkunonansusie Bo3moxHoctu 10 (TC),
onucanHble B fokymenTtanuu Ha [10 (TC).

JlocTyn kK HHGOpMALMK - BO3MOKHOCTbD MOTY4YE€HUsI UH(POPMALIMK U €€ UCTIONb30BaHus <1>.

<1> ®enepanbhblii 3axon "O6 nHGopmanyu, THGOPMALIMOHHBIX TEXHOJIOTHIX U O 3amuTe HHpopManuu'".

’Ku3HEeHHO BaKHbIE UHTEPECH] - COBOKYITHOCTh TOTPEOHOCTEH, YAOBIETBOPEHUE KOTOPBIX HA/IEHKHO 00eCTIeYnBaET
CYIIECTBOBAHHUE M BOZMOKHOCTHU MPOTrPECCUBHOIO Pa3BUTHUS JIMYHOCTH, OOILIECTBA U TOCYAAapCTBa <1>.

<1> 3axoun Poccuiickoit @eneparuu "O GezomacHocTH".

Samuniaemas nHGopMaIus - THQopMaIys, A7 KOTopoit obnaaareneM HHGOPMAIIUU ONPEIEICHbI XapaKTePUCTHKI
ee 0e30ITacHOCTH.

WucTannsamust - ycTaHOBKa MPOTPAaMMHOTO MPOJYKTa HAa KOMIbIOTEp. MHCTAMISIMS OOBIYHO BBIMOJHSETCS MO
YIpaBIECHUEM HHCTAILIATOPA - MPOrpaMMBI, KOTOpass IPUBOAUT COCTAB U CIPYKTYPY YCTaHABIUBAEMOI'O
MPOrPaMMHOTO H3JENHsl B COOTBETCTBHE C KOH(UTypalueld KOMIBIOTEpa, a TAK)KE HACTPAaMBaeT MPOTPAMMHBIE
MapaMeTpsl COTIIACHO THUITY UMEIOIICHCS OIepallMOHHON CHCTEMBI, KJIaccaM peliaeMbIX 3a7ad U peKuMaM padoTEhI.
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Takum 00pa3oMm, MHCTAIUIAIMS JEaeT MPOTPaAaMMHBIN TPOAYKT MPUTOMHBIM ISl HMCIOJIB30BaHMS B JTaHHOW
BBIYHCIUTEIILHON CHUCTEME U TOTOBBIM PEIIaTh ONPEICTICHHBIN KIacc 3a/1a4 B OTMPEICIICHHOM pexXuMe paboThl <1>.

<1> B. lopot, ®. HoBukoB "TonKoBEIi ci10Bapb cCOBpeMeHHOM KommnbioTepHoit nekcuku'", CI16., BXB-IletepOypr,
2004.

Nudopmanus - cBeneHus (CooOIIeHUs, JaHHBIC) HE3aBUCUMO OT (POPMBI HIX MTPEACTABICHUS <1>.

<1> ®enepanbubiii 3ax0H "O06 nHGOpMaUK, HHOOPMAITMOHHBIX TEXHOJIOTUAX U O 3ammTe nHpopmaru'.

NudopmanronHas cucremMa - COBOKYITHOCTb cojieprkalieiicss B 0a3ax JaHHBIX HH(GOpMaLUU 1 00eCTIeYNBAIOLINX €€
00paboTKy MH()OPMAIIMOHHBIX TEXHOJIOTUH M TEXHUYECKHUX CPEACTB <1>.

<1> ®enpepanpubiii 3201 "O0 HHGOpPMALNHU, HHPOPMAIIMOHHBIX TEXHOJOTHIX U O 3aIUTe HHPOopManuu'.

WudopmannonHas cucremMa MEepCOHATBHBIX JAHHBIX - HMH(OpMAIMOHHAs CHUCTEMaA, IPEICTaBISIONMAs CcoOOi
COBOKYITHOCTb IEPCOHAIbHBIX JAHHBIX, COJIEpKAIUXCs B Oa3e JaHHbIX, a TAaKXKe HH()OPMAIIMOHHBIX TEXHOJIOTUH U
TEXHUYECKHUX CPEJCTB, TO3BOJISIFOIINX OCYIIECTBISTH 00pabOTKY TaKUX MEPCOHANBHBIX TaHHBIX C UCTIOIB30BaHUEM
CpEeACTB aBTOMAaTH3alMK WK €3 HCIOIb30BAHUS TaKUX CPEACTB <1>.

<1> ®enepanbubiii 3208 "O MEpCOHATBHBIX JAHHBIX'".

NudopmanionHble TEXHOIOTUU - MPOIECCHI, METOABI MOUCKA, cOOpa, XpaHeHus, 00pabOTKH, MPEeIOCTaBICHUS,
pacmpocTpaHeHus] HHPOPMAITUH B CITOCOOBI OCYIIECTBIICHUS TAKUX ITPOIIECCOB H METOJIOB <1>.

<1> ®epepanpHbii 3201 "O0 HHGOpPMALNHT, HHPOPMAIIMOHHBIX TEXHOJOTHIX M O 3aIIUTe HHPOpManuu'.

NudopManinoHHO-TEIEKOMMYHUKAITMOHHAS CETh - TEXHOJIOTHYECKasi CUCTEMA, MpeTHa3HAaYCHHAs JIJIs TIepe1auu 1o
JUHUSAM CBSI3M MH(OpMAIIMH, JOCTYI K KOTOPOM OCYIIECTBISETCS C MCIOIb30BAaHUEM CPEACTB BBIYUCIUTEIHHON
TEXHUKHA <]>.

<1> ®enepanpbHblii 3axon "O6 nHGOpMalKK, HHHOPMALMOHHBIX TEXHOJOTUAX U O 3aIIuTe HHPopMaru'.

NHupopmalinoHHO-TEIeKOMMYHUKAIIMOHHAS CETh o0miero II0JIB30BaHUS - UH(pOPMaLMOHHO-
TEJIEKOMMYHHUKAI[MOHHAsI CE€Th, KOTOpPasi OTKPBITA I MCIOJb30BAHUS BCEMH (PU3UUYECKUMHU M IOPUIHMUYECKUMU
JUIAMH U B yCIIyTax KOTOPOM 3TUM JIMIIaM HE MOKET ObITh OTKa3aHO.

Vcnonb3oBaHue MEpCOHAIbHBIX JAHHBIX - JACUCTBUS (ONEpalMy) C NEPCOHAIBHBIMU JIaHHBIMH, COBEpIIaeMble
ONEepaToOpOM B LENSAX NPUHATUS PELICHUN WIM COBEPLIEHUS WHBIX JACWCTBUN, MOPOXKIAIOUINX IOPUANYECKUE
MOCTEJCTBUSL B OTHOUIEHWH CYOBbEKTa MEpPCOHANbHBIX JAHHBIX MM JPYTUX JHIl JIMOO HHBIM 00pa3zom
3aTparvBaoIIMX MpaBa U CBOOOIbI CYObEKTa MEPCOHATBHBIX JAHHBIX WM APYTUX JUI] <1>.

<1> ®enepanbubii 3aK0H "O MEPCOHAIBHBIX JAHHBIX .

Kanan ataku - cpena mepeHoca oT cyObeKkTa K OOBEKTYy aTak (a BO3MOXKHO, U OT 00BbEKTa K CyOBEKTY aTakH)
JEMCTBUI, OCYIIECTBIIIEMBIX ITPU POBEICHNH aTaKH.

KonTponupyemass 30Ha - MPOCTPAaHCTBO, B IpeJieNax KOTOPOrO OCYIIECTBIIAETCS KOHTPOJIb 3a MPEObIBAHUEM U
JEeWCTBUSMH JIUIL U (UJIH) TPAHCTIOPTHBIX CPEJICTB.

['panuneit KOHTPOIUPYEMON 30HBI MOXKET OBITH: IEPUMETP OXPaHAEMON TEPPUTOPUU NPEANPUATHUS (YUPEKIACHNUS),
OrpaKJarolife KOHCTPYKIIMKA OXPaHsIEMOr0 3/1aHuUs, OXPaHAEMOM YacTH 34aHHUsl, BBIIEJIEHHOIO MOMEIIEHNs <1>.

<1>TOCT P 51624-2000.
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KonpuneHmumansHocTh WHGOpPMANUKA - O00s3aTEIbHOC JUISI BBITIOJHEHHUS JIMIOM, IOJYYUBIIUM JOCTYH K
orpeeneHHoW nHpopMaIuu, TpeboBaHNE HE MepelaBaTh TAKyI HHPOPMAIMIO TPETHUM JulaM 0e3 corjacus ee
oOmanaress <1>.

<1> ®enepanbubiii 3208 "O06 nHGOpMaUK, HHOOPMAITMOHHBIX TEXHOJOTHAX U O 3ammTe nHpopmaruu'.

KOH(i)I/I,Z[eHL[I/IaJ'IBHOCTB INEPCOHATIBHBIX OaHHBIX - 00s3aTeNnbHOE JJIA CO6J'IIO,Z[CHI/IH Or€paTopoM HJIW HHBIM
MOJIYYMBIIUM AOCTYII K NEPCOHAIBHBIM JAaHHBIM JIMIIOM TpC6OBaHI/IC HC OONMYCKaTb HUX PACHpPOCTPAHCHHUA oe3
corjiacus CY6’beKTa INEPCOHATIPHBIX JAHHBIX WJIN HAJIUYHA HHOI'O 3aKOHHOI'O OCHOBAHUA <I>.

<1> ®epnepanbubiii 3201 "O MEpCOHATBHBIX JaHHBIX .

Kpunrorpaduuecku onacnas nuapopmanus (KON) - undopmarust o COCTOSHUAX KPUIITOCPEACTBA, 3HAHUE KOTOPOit
HApYIIUTEIEM IO03BOJIUT €My CTPOUTH aJTOPUTMBI OIPENENICHUs] KII0UeBOW MH(popManuu (WU €€ 4acTH) WIH
AJITOPUTMBI OECKIIFOYEBOI'O UTEHHUS.

Kpunrocpenctso - mmdpoBanbHOe (KpUITOTpaguuecKoe) CpeacTBO, IpeIHa3HAueHHOE IS 3alUThl HHPOPMAIUH,
HE COZIeprKallel CBEEHUH, COCTaBIISIIOLIMX I'OCYAAPCTBEHHYIO TailHy. B 4aCTHOCTH, K KpUIITOCPEACTBAM OTHOCSITCS
cpeactBa kpunrorpapudeckoit 3ammtel HHPopmanuu (CK3U) - mmdpoBanbable (kpuntorpaduveckre) CpeacTna
3alIUThl UH(OPMAIIMK C OIPAaHUUYEHHBIM JI0CTYIIOM, HE COJIep Kallel CBeJCHH, COCTABIIAIOLINX TOCYAAPCTBEHHYIO
TalHy <I>.

<1> "[losoxenue 0  pa3pabOTKe, TPOU3BOJACTBE, peATM3alUM M  IKCIUIyaTalud UG POBATHHBIX
(xpunrorpadudeckux) cpeacts 3amutel nHGopmanuu (Ilomoxenue [TK3-2005)", 3apeructpupoBano MuHOCTOM
Poccuu (peructpaunonnsiii N 6382 ot 3 mapta 2005 rona).

Mogens HapymuTeNs - MPEINoI0XKEHHS O BO3MOYKHOCTSIX HAPYIIUTEINS, KOTOPhIE OH MOXET HCIIOIb30BaTh IS
pa3pabOTKU U MPOBEJCHNUS aTaK, a TaKKe 00 OrpaHUYEHUAX Ha 3TH BO3MOXKHOCTH.

Mopgenb yrpo3 - mepedeHb BO3MOKHBIX yIpo3.

HapymuTens (cyOBbeKT aTaku) - TMLO (WM HTHULUUPYEMBIH UM Mpoliecc), IpoBosinee (IPOBOIAIINNA) aTaky.
HeraTuBHble (yHKIMOHATHHBIE BO3MOXKHOCTH - JIOKYMEHTHPOBAHHBIE W HEOKYMEHTHPOBAHHBIE BO3MOXHOCTH
NPOrpaMMHBIX M amMapaTHbIX KOMIIOHEHTOB KPMIITOCPEICTBA W cpenbl (DYHKIMOHHPOBAHUS KPUIITOCPEICTBA,
MO3BOJISIOIINE:

- MOJIM(UIIMPOBATH WM UCKaKaTh aJITOPUTM pabOThI KPUIITOCPEJCTB B MPOLECCE UX UCTIOIb30BAHUS;

- MOAM(HUIMPOBATh WIN WCKaXaTh WH(OPMAIMOHHBIE WM YIPABISIONINE TOTOKH M TIPOILECCHI, CBSI3aHHBIE C
(GYHKIIMOHMPOBAHUEM KPUITOCPEICTBA;

- TIONyYaTh JOCTYN HApYIIUTENSIM K XPaHSIMICHCS B OTKPHITOM BHE KIFOYEBOW, MIACHTH(PHUKAIMOHHON W (WIIH)
ayTeHTU(UIUpyoIel HHpopMaIum, a TaKkKe K 3alluIaeMoi HHPOpMAaLIKH.

HenokymentupoBannbie (HenekaapupoBaHHblie) Bo3MoxHOcTH [IO (TC) - ¢pyHkumonansHble Bo3MoxHOcTH 110
(TC), He omMcaHHBIE WM HE COOTBETCTBYIOIIUE OMUCAHHBIM B JOKYMEHTAlLlMH, MPHU HCIOJIB30BAHUU KOTOPBIX
BO3MOJKHO HapyIICHHE XapaKTePUCTHUK Oe30MacHOCTH 3amuimnaeMoi nadopmarmm <1>.

<1> JlanHHOe oOmpeaeNeHue SBISETCS OOOOIICHHEM OIpeACTICHUs] TOHITHS "HEIOKYMEHTHPOBAHHBIC
(nenexnapupoBaHHbie) Bo3MoxkHOocTH 110", mpuBenenHoro B PykoBoasiiem joxkyvente ['ocrexkomuccuun Poccun
"3ammTa OT HECAaHKIMOHUPOBAHHOTO nocTymna K mHpopmarnuu. Yacts 1. IIporpammHoe obecrieueHue cpeacTB
3amuThl nHMopManuu. Knaccudukanus mo ypoBHIO KOHTPOJIS OTCYTCTBHUSI HEIEKIAPHUPYEMBIX BO3MOXKHOCTEH"
(BBenen B neiictBue [Ipukazom [pencenarens ['octexxomuccun Poccun N 114 ot 04.06.1999).

Hocurenu cBeneHuil, COCTaBISIONIMX TOCYIAapCTBEHHYIO TaiHy, - MaTepualbHble OOBEKTbl, B TOM YHCIIE
¢du3nveckre mojsi, B KOTOPhIX CBEACHUS, COCTABISIONINE TOCYIapCTBEHHYIO TalfHy, HAXOJIAT CBOE€ OTOOpakeHUe B
BU/JIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIIeHUH U Mpo1eccoB <1>.

<1> 3akon Poccutickoit ®enepanuu "O 6e3omacHoCTH".
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[Ipumeuanue.

Tak kak 110 CBOe¥ IpUpOE CBEAEHUS, COCTABISAIOIINE FOCYIapCTBEHHYIO TallHY, HE OTJIMYAIOTCS OT BCEX OCTaJIbHBIX
CBEJICHUI, TO MPUBEJICHHOE ONPE/ICICHNE MOXKHO KOPPEKTHO UCIIOIB30BATH JJIS JIFOOBIX CBEACHUH.

YuuteiBas omnpezeiieHne MOoHATUA "mHGopManus', TepMHUH "HOocHUTeNlb WH(GOpPMAIMU'" MOXKHO HCIOJIB30BaTh B
KauecTBE CHHOHMMA TEPMUHY "HOCUTENb CBEIEHUI".

OO0e3nuuuBaHne TIEPCOHANBHBIX JAHHBIX - JCWCTBHS, B pE3yJbTaTe KOTOPHIX HEBO3MOXXHO OIPEACIUTh
MIPUHA/IJICKHOCTD EPCOHATIBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JaHHBIX <1>.

<1> ®epnepanbubiii 3201 "O MEpCOHATBHBIX JaHHBIX .

Obnagarens uHpOpMaLUU - JIMIO, CAMOCTOSATENBHO CO3/aBllee MH(OPMALIKIO TUOO MONydyUBIIEe HA OCHOBAaHUU
3aKOHA WJIM JIOTOBOPA MPABO pa3peiaTh WU OTPAaHUYUBATH JOCTYI K HH(DOpPMALIUU, OTIPEeIeIsIeMO 110 KAaKUM-TTHO0
npu3HaKam <1>,

<1> ®enepanbubiii 3208 "O06 nHGOpMaIK, HHOOPMAITMOHHBIX TEXHOJIOTUAX U O 3amuTe nHpopmaruu'".

O06paboTka MEepCOHANBHBIX JAHHBIX - JEUCTBHA (OMepanuu) ¢ IMEePCOHAIBHBIMH JIAHHBIMH, BKJIHOYas cOOp,
CHUCTEMATH3aIlMI0, HAKOIUICHHE, XpaHeHHe, yTouHeHue (OOHOBIIEHHME, W3MEHEHHUE), HUCIOJIb30BaHUE,
pacrpocTpaHeHue (B TOM YUCIIC Iepeady), 00e3IuInBaHue, OJIOKUPOBaHUE, YHHUTOXKCHHE TEPCOHATBHBIX IAHHBIX
<1>.

<1> ®enepanbublii 3ax01 "O NepcOHANBHBIX JaHHBIX .

OOmmen0CTyMHBIE TIEPCOHANBHBIE JaHHBIE - TEPCOHAIBHBIC JaHHBIC, OCTYI HEOTPAHMUYEHHOTO Kpyra JIUIl K
KOTOPBIM TIPEOCTaBIEH C COrTacus CyObeKTa MEePCOHANBHBIX JAaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBHH C
(dhenepalbHBIMU 3aKOHAMHU HE PaclpoCTpaHseTcsi TpeOoBaHMEe COOIOACHUS KOH(DUICHIIMATBHOCTH <1>,

<1> ®enepanbubiii 3200 "O MEPCOHAIBHBIX JAHHBIX".

OO0bekT uHpOpMaTU3alMU - COBOKYIHOCTh HMH(OPMAIIMOHHBIX PECYpCOB, CPEACTB U CHCTEM O0pabOTKH
uH(pOpMaINHU, UCIIOIb3YEMBIX B COOTBETCTBUH C 3aJaHHOH HH(OPMAIIMOHHON TEXHOJIOTHEH, CPeCTB 00eceueHHs
o0beKkTa nHpOpMaTU3aLMU, TOMEIEHUH M 00BEKTOB (3aHHM, COOPYKEHUMN, TEXHUYECKUX CPEJICTB), B KOTOPBIX
OHU YCTaHOBJICHBI, MJI TOMEIIEHUS U 0OBEKTHI, TPeJHA3HAUCHHbIE /IS BeICHUS KOH(PHUISHIIMATBHBIX IEPETOBOPOB
<1>.

<I>TOCT P 51275-99.

Omneparop - TroCyJapCTBEHHBIN oOpraH, MYHUIUWIAJIbHBIA OpraH, OpUAMYECKOe WIH (U3NYECKOE JIUIIO,
OpraHu3ymomnme 1 (MiM) OCYIIECTBISIONIME 00pabOTKy MEePCOHANBHBIX JIAHHBIX, a TAKXKE OINpPEACSIONINe eTH U
cojiepkaHue 00pabOTKH MEPCOHATBHBIX JaHHBIX <1>,

<1> ®enepanbubiii 3aK0H "O NMEPCOHAIBHBIX JAHHBIX .

Ony6nukoBanHble BO3MOKHOCTH [10 nnmu TC - BO3MOXHOCTH, CBEJIEHUS 0 KOTOPBIX COJIEPKATCS B OOIIETOCTYTHBIX
OTKPBITBIX MCTOYHMKAX (TEXHHYECKHE M JroOble Apyrue MaTepuansl paspadborunka 10 mmm TC, monorpaduu,
nyonukanuu B CMU, marepuainsl koHpepeHuii u qpyrux ¢popymoB, nHbopManus u3 cet Internet u 1.1.).
[lepcoHanbHble naHHBIE - Jt00as MHPOpPMALUS, OTHOCAIIAACA K ONpPEJeICHHOMY WM OIpeIensieMoMy Ha
OCHOBaHUM TakoW HHMoOpManuu QuU3nYecKkoMy JIHIYy (CyOBEKTYy HEpCOHAIBbHBIX JaHHBIX), B TOM YHCIE €ro
dbamunus, uMs, 0TYECTBO, TO/I, MECAL, J]aTa U MECTO POXKJIEHUS, aJIpec, CeMEHHOe, COLUaIbHOE, UMYIIECTBEHHOE
noJIoXKeHue, oopazoBanue, mpodeccusi, J0X0Ibl, Apyras nuHpopmaust <1>.
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<1> ®enepanpHblii 3ax0H "O NEepCOHANBHBIX JAaHHBIX .

[Tonp3oBaTenp - JMIO, YY4aCTBYIOLIEE B AKCIUTyaTallMM KPUITOCPEACTBA WIIM HCHOJNB3YIOLNIEE PE3yJIbTaThl €ro
(YHKIIMOHHPOBAHUSL.

1O - nporpamMMHOe oOecTieyeHHE.

PacnipocTpaneHre mepcoHalbHBIX JaHHBIX - JACHCTBHS, HalpaBlICHHbIC Ha Mepenady MepCOHAJIbHBIX JaHHBIX
OIpeICIICHHOMY KpYTy JIHII (TIepeiaua IepCoHaIbHbIX JaHHBIX ) WIIM HA 03HAKOMJICHHE C IIEPCOHAIbHBIMH JIAHHBIMH
HEOrPaHMYCHHOT0 Kpyra JIMI, B TOM 4YHCIe OOHApOIOBaHHE IMEPCOHATBHBIX JAHHBIX B CPEACTBAX MAacCOBOH
uHpopManuy, pa3MelieHrne B UHPOPMALMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETSIX MM MPEIOCTAaBICHUE OCTYIA K
HEePCOHAIBHBIM JaHHBIM KAKMM-ITHO0 HHBIM CIIOCOO0OM <1>.

<1> ®epnepanbubiii 3201 "O MEpCOHATBHBIX JaHHBIX .

CrnenuanbHas 3alluTa - KOMIUIEKC OPraHU3alMOHHBIX M TEXHUYECKUX MEPONPUATHHA, 00€CIeUnBAIONIMX 3aIIUTY
nHGOPMAIUY OT YTEUKH MO KaHaIaM MOOOYHBIX U3Ty4EeHUI U HAaBOJIOK.

Cpena ¢ynkumnonupoBanus kpuntocpencrsa (CPK) - coBOKYMHOCTh TEXHHYECKHX M MPOrPaMMHBIX CPEJCTB,
COBMECTHO C KOTOPBIMHU TIPEAIOJIaraeTcs MTaTHOe (PYHKIIMOHUPOBAHHE KPUIITOCPEACTBA M KOTOPBIE CIIOCOOHBI
MOBJIMATH HA BBIIOJHEHHUE MPEABSBISEMbIX K KDUIITOCPEACTBY TPEOOBAHUH.

CpenctBo 3amuThl MHPOpPMAMM - TEXHUYECKOE, IMPOrPaMMHOE CpEACTBO, BEIIECTBO M (WIM) MaTepual,
IpeJHa3HauYeHHbIE UM UCTIOIb3yeMble I 3alUThl HHPOopManuu <1>.

<1>T'OCT P 50922-96.

CpenctBo BbruuciutenbHol TexHUKH (CBT) - cOBOKYMHOCTh IPOTpaMMHBIX U TEXHHUUYECKUX 3JEMEHTOB CHUCTEM
00pabOTKH JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSATEIBHO UIIH B COCTaBE JIPYTUX CUCTEM <1>.

<1>TOCT P 50739-95.

TpancrpannuyHas nepeaada NEPCOHANBHBIX JAaHHBIX - I€peAada IEPCOHANBHBIX JAHHBIX OIEpaTOpOM Yepes
I'ocynapctBennyto rpanuny Poccuiickoit denepanuy oprany BIaCTH MHOCTPAHHOI'O TOCYAAPCTBA, GU3NUECKOMY
WJIY I0PUANYECKOMY JIMILy HHOCTPAaHHOTO rocynapcrea <1>.

<1> ®enepanbubiii 3200 "O MEPCOHATBHBIX JAHHBIX".

TC - TexHU4eCcKO€ CPEACTRO.
VYrpo3a 06€30MacHOCTH - COBOKYIHOCTH YCJIOBUNW W (DaKTOPOB, CO3JAIOIIMX OMACHOCTh >KU3HEHHO BaKHBIM
WHTEpecaM JIMYHOCTH, OOIIECTBA U TocyaapcTBa <1>.

<1> 3akon Poccutickoit ®eneparuu "O Ge3omacHocTH".

VYrpo3a 6e30macHOCTH 00BEKTa - BO3SMOXKHOE HAPYIIEHNE XapaKTEPUCTHKN OE30MTaCHOCTH 00BEKTA.

YHUYTOKEHHE IEPCOHATILHBIX JAHHBIX - ICWCTBUS, B P3Yy/IbTaTe KOTOPHIX HEBO3MOXKHO BOCCTAHOBUTH COJIEPKAHUE
MNEPCOHAJIBHBIX IAaHHBIX B HH(bOpMaHHOHHOﬁ CUCTCME INICPCOHAIBHBIX OJAHHBIX HWJIW B PE3YJIbTATE KOTOPBIX
YHUUYTOXKAIOTCSA MaTepUaIbHbIe HOCUTEIH MEPCOHATBHBIX JaHHBIX <1>.

<1> ®enepanbubiii 3208 "O MepCcOHANBHBIX JAHHBIX".

VYcmemHas araka - aTaka, JOCTUTIIAs CBOEH LEIH.
VYpoBeHb Kkpunrorpadguyeckoil 3amuTel UHGOPMAIMU - COBOKYIHOCTb TpeOOBaHHUM, MPEIbIBISEMBIX K
KPUIITOCPENACTBY.
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XapakTepucTruka 0€30macHOCTH 00bEKTa - TpeOOBaHNE K 00BEKTY MITH K YCIIOBHSIM €TI0 CO3JaHUs M CYIIIeCTBOBAHMS,
WK K “”HPOpMALUU 00 0OBEKTE U YCIOBUSAX €r0 CO3JIaHMsI U CYIIECTBOBAHNS, BHIIIOJHEHNE KOTOPOTO HEOOXO0AUMO
111 00ecTeYeHns 3alMIEHHOCTH )KU3HEHHO BaXKHBIX HHTEPECOB JINYHOCTH, OOILECTBA WM FOCYJapCcTBa.
[udposanbubie (Kpuntorpadhuyeckue) cpecTna:

a) cpeAcTBa IK(POBAaHUS - amlapaTHble, NPOrpaMMHBIE U amllapaTHO- MPOrPaMMHBIE CPEICTBA, CUCTEMBI U
KOMILJICKCBI, PEIN3YIOIINE allTOPUTMBI KPUIITOTPahUIeCcKOro npeodpazoBaHus HHPOPMALIUU U IPEIHA3HAYCHHbIE
U 3alUThl MHGOpMAlMKM IpH Iepefade MO KaHajgaM CBs3M W (WIM) A8 3aluThl MHGOpMAalUH OT
HECAaHKIIMOHUPOBAHHOTO JAOCTYIA IPH €e 00paboTKe 1 XpaHEHHH;

0) cpeacTBa MMUTO3ALIUTHI - allapaTHble, IPOrpaMMHBIE U anmIapaTHO- MPOTrPaMMHBIE CPEJCTBA, CUCTEMBI U
KOMIIICKCBI, PEeJIN3YIOIINE aJlTOPUTMBI KPUIITOTrPpahuIecKoro npeodpazoBanus HHPOPMALUU U IPEAHA3HAUCHHBIE
JUIS 3aIIUTH] OT HaBS3bIBAHUS JIOXKHOW HHpOpMaLUN;

B) CPEZCTBA 3JIEKTPOHHOM M (POBOI OAMKCH - anllapaTHbIe, IPOrPaMMHBIE U allliapaTHO-IIPOrPaMMHBIE CPE/ICTBA,
o0ecreynBaoe Ha OCHOBE KpUIITOrpaduiyecKux npeoOpa3oBaHuil peann3anuio XoTs Obl OAHOM U3 CIEAYIOIIMNX
GbyHKUMA: cOo3MaHME SIIEKTPOHHOW LU(POBOM MOANUCH C HCHOJIB30BAHMEM 3aKPBITOTO KIIOYAa AIIEKTPOHHON
uGpoBON MOANUCH, MOATBEPAKIEHUE C HUCIOIb30BAHUEM OTKPBITOrO KJlt0Ya 3JIEKTPOHHOU 1M(poBOil moamucu
MOJUTMHHOCTH DJIEKTPOHHON IM(POBON MOAMMCH, CO3JAaHHME 3aKPBITBIX M OTKPBITHIX KIIOYEH AIIEKTPOHHOH
UG POBOM NOIIHCH;

I) CpeICTBa KOIMPOBAHUS - CPEACTBA, PEATM3YIOIIME AITOPHUTMBI KPUNTOrpaUUecKOro IMpeodpa3OBaHHS
uHGOpMALlUU C BBINOJIHEHUEM YacTH MpeoOpa3oBaHUs IyTEM pPYUHBIX OIepaluidl WM C MCIIOJb30BaHHEM
aBTOMATHU3HPOBAHHBIX CPEACTB Ha OCHOBE TaKUX OIEpalMii;

1) CpeACTBA U3TOTOBJICHUS KIIFOUEBBIX JOKYMEHTOB (HE3aBUCUMO OT BHJIa HOCUTEJNS KIIIOUEBOM MH(OpMAIIK);

€) KIIF04YeBbIe JOKYMEHTHI (HE3aBUCHMO OT BHJIa HOCUTENS KIIFOUEBOM HHpOopManun) <1>.

<1> Ilocranognenue [IpaBurensctBa Poccuiickoit @epepannu ot 23 centsaops 2002 r. N 691 "OO6 yrBepkaeHUH
NOJOKEHUH O JIMICH3WPOBAaHWU  OTIENBHBIX BHJIOB JCATEIBHOCTH, CBS3aHHBIX C  MH(POBAIEHBIMU
(xpunitorpaduueckumu) cpeacreamu” (Cobpanue 3akononatensctBa Poccuiickoit @enepanun, 2002, N 39, cr.
3792).

2. OCHOBHBIE TTOJIOKEHUA

2.1. PabGoTbl Mo OOECNEYEeHUI0 C MOMOUIbI0 KPHUITOCPEACTB O€30MACHOCTH MEPCOHAIBHBIX JAaHHBIX MPU HUX
0o0paboTke B MHGOPMAIIMOHHBIX CHUCTEMAaxX MEPCOHAIbHBIX JAHHBIX C MCIOJB30BAHUEM CPEICTB aBTOMATHU3ALMU
(anee - nHGOPMALIMOHHAS CHCTEMA) IPOBOJATCS B COOTBETCTBUU CO CIIEIYIOIIUMHU OCHOBHBIMU JOKYMEHTAMM:

- @®enepanbhblil 3axon ot 27 utonst 2006 r. N 149-03 "O6 nndopmanny, MHPOPMAIIMOHHBIX TEXHOJOTHUSIX U O
3amure HHpopmanuu';

- ®epepanbublil 3ax0H 0T 27 utonsg 2006 r. N 152-03 "O nepcoHanbHBIX TaHHBIX";

- [Tonosxenne 00 obecrieyeHUH 0E30MAaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU MX 00paboTKe B MH(OPMAIIMOHHBIX
cUCTeMax MEePCOHAIBHBIX JAaHHBIX, YTBepkIeHHOe [locranoBnenuem IlpaBurensctBa Poccniickoin @enepaunu ot
17 Hos6ps 2007 r. N 781 (nanee - [Tonoxenue);

- [lopsiiox mpoBeneHUst KiaaccuPUKAUM HHQOPMAIIMOHHBIX CHUCTEM IE€PCOHAJIbHBIX JAHHBIX, YTBEPXKIIEHHBIH
ITpukazom ®CTIK Poccun, ®Cb Poccun u Munundopmepsasu Poccun ot 13 ¢espans 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccuu 3 anpens 2008 roaa, peructpaunonssiii N 11462) (nanee - [Topsnok);

- [Tonosxenne o pazpaboTke, MPOU3BOJCTBE, PEATU3AMH M HKCILTyaTalluy IUPPOBAIBHBIX (KPUIITOrpadhUUecKUX )
cpencts 3auuTsl nHpopmauuu (ITonoxxenue I1K3-2005), yreepxkaennoe [Ipukazom @Cb Poccun ot 9 deBpans
2005 r. N 66 (3apeructpupoBan MuntocroM Poccuu 3 mapra 2005 roga, peructpaunonsbiii N 6382);

- TumnoBele TpeOoBanys Mo  OpraHuM3auud U obecreyeHU0  (QYHKUMOHMPOBAHUS  IMIHM(PPOBAIBHBIX
(xpunTorpau4ecKrux) CpeACTB, IMpeaHA3HAUEHHBIX JUIS 3allUThl MHPOpPMALMU, HE COJeprKalledl CBeICHUH,
COCTAaBJISIIOUINX TOCYAApCTBEHHYIO TailiHy, B Cllydae WX HCIOJb30BaHUS Mg obecriedeHus Oe30MacHOCTH
MEPCOHATBHBIX JaHHBIX IPU UX 00paboTke B MHPOPMAIIMOHHBIX cUcTeMax nepcoHanbHbIX AaHHBIX (PCB Poccun,
N 149/6/6-622, 2008);

- HacTosue Metoauueckre peKOMEeH1aluu.
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2.2. B coorBerctBum c 1. 2 [lonoxxeHust 0€30MacHOCTh TEPCOHATBHBIX JAHHBIX TpU HX O00paboTKe B
MH(POPMALIMOHHBIX CHCTEMax O0ECIEYMBACTCS C TIOMOIIBI0 CHUCTEMBl 3allUThl IEPCOHAIBHBIX JaHHBIX,
BKJIIOUAIOIIEH OpraHU3al[MOHHbIE MEpbl M CpEICTBA 3alluThl MHGopManuu (B TOM uucie MHUPPOBAIbHBIE
(kpunTorpaduueckrue) CpeAacTBa, CpEACTBAa IMPEAOTBPAIICHUS HECAHKIMOHMPOBAHHOTO JIOCTYIA, YTEUKU
nH(pOpMaLlUK MO0 TEXHUYECKUM KaHallaM, MPOTrPaMMHO-TEXHMUYECKHUX BO3JACMCTBUI Ha TEXHUYECKUE CPEACTBA
00pabOTKM MEPCOHANBHBIX JAaHHBIX), a TAKXKE HCIOJIb3yeMble B MH(POPMALMOHHON cHUCTeME MH(OPMAIIMOHHBIC
TEeXHOJOTUH. TeXHUYEeCKUe U MPOrpaMMHBIE CPEICTBA JIOJKHBI yIOBIETBOPSITH YCTAHABIMBAEMbIM B COOTBETCTBUU
¢ 3aKoHoaTenbCTBOM Poccuiickoii @enepanun TpeOOBaHUAM, 00ECTICUNBAIOLINM 3aLIUTY HH(OPMAITHH.

2.3. B cootBetctBuH C 11. |2 [lonoxeHuss HEOOXOIUMBIM YCIOBHEM Pa3paOOTKHU CHCTEMBbI 3aIUThI IIEPCOHATIBHBIX
JAHHBIX SBJISLETCS (OPMHUPOBAHUE MOJIEIH YTPo3 OE30MAaCHOCTH MEPCOHATBHBIX JAHHBIX (Jajiee - MOJEINb YyIpo3).
Kpowme storo, B coorBerctBuu ¢ 11. 16 [lopsaaka moaens yrpo3 HeoOxoauMma Jijsl OnpeieieHus Kilacca CrielualbHOR
MH(POPMALIMOHHOMN CUCTEMBI.

2.4. Mogenb yrpo3 GopMUPYETCS U YTBEPKAAETCS ONEPaTOPOM B COOTBETCTBUH C METOAMUECKUMHU JOKYMEHTaMU,
pa3paboTaHHBIMU B cooTBeTCTBUU ¢ IiyHkTOM 2 [ToctanoBnenus [IpaButenbcrBa Poccuiickoit @enepamuu ot 17
HOs10pst 2007 r. N 781 "O6 yrBepxkaenun [lonoxenus 06 odbecrnedeHnn 6€30MacCHOCTH MEPCOHATBHBIX JaHHBIX MPU
X 00paboTke B MH(DOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JaHHBIX'" <1>,

<1> Cobpanue 3akoHoaTenbeTBa Poccuiickoit @eneparun 2007, N 48, gacts 11, ct. 6001.

B cnydae oOecrieueHusi 0e30MacHOCTH TEPCOHANBHBIX JaHHBIX 0€3 WCIOIB30BAHUS KPHUITOCPEACTB IPH
(bopMHPOBaHUN MOJIENTU YTPO3 UCHOJB3YI0TCA MeToanyeckue qokyMeHTel @CTOK Poccun.

B cnyuae ompeneneHus orepatropoM HEoOXOIUMOCTH obOecredeHHsi 0e30MacHOCTH TEPCOHAIBHBIX JTaHHBIX C
UCIOJIb30BAHUEM KPUIITOCPEJCTB NMPU (HOPMHUPOBAHUU MOJIENIN YTPO3 UCHOJIB3YIOTCS METOAMUYECKUE JTOKYMEHThI
OCTIK Poccun u Hactosmue Meronnyeckue pekomenaanuu. [Ipu 3ToM U3 IByX copepkKaiiuxcs B JOKYMEHTax
OCTIK Poccun 1 Meromueckux peKOMEHAlUsAX OJHOTUIIHBIX Yrpo3 BeIOUpaercs 0oJiee onacHasi.

ITo cornacoBanuto ¢ ®CTIK Poccun u ®Cbh Poccun gomyckaercst GopMUpOBaHUE MOJENHU YIpo3 TOJIbKO Ha
OCHOBAHUU HACTOALIMX METOIMYEeCKUX PEKOMEHAALINH.

[Ipn obecneueHun 0€30MaCHOCTH NEPCOHAIBHBIX JAaHHBIX HpU 00paboTke B MH(OPMALMOHHBIX CHCTEMAX,
oTHeceHHbIX K KomrereHunun PCBb Poccun, mozxenn yrpo3 (opMHUPYIOTCS TOJBKO Ha OCHOBAaHMM HACTOSIIUX
MeTtonnueckux peKoOMEeHAAIUM.

2.5. B caywae wucnonb3oBaHMs B HHGOPMAIMOHHON CHCTEME KPHUNTOCPEACTB MpPH HEOOXOIUMOCTH K
(OpMHPOBAHUIO MOJIENH YIpo3 MOTYT npuBiekarsbes aunensnarsl ®Ch Poccun, sBistomuecs pa3padoTUMKaMu
KPUNTOCPEACTB WIN CHEUUAIN3UPOBAHHBIMU OpraHU3alUsIMHU, MPOBOAAIIMMHM TEeMaTUYECKHE HCCIEeI0BaHUS
KpPUIITOCPE/ICTB.

2.6. Mojenb yrpo3 MOXKeT ObITh IEPeCMOTpEHa:

- IO PELIEHHUIO ONepaTopa Ha OCHOBE MEPUOJUYECKH MPOBOAUMBIX UM aHAJIW3a U OLEHKU Yrpo3 0e30macHOCTH
MEPCOHAIBHBIX JAHHBIX C YYETOM OCOOCHHOCTEN U (MJIM) U3MEHEHUI KOHKPETHOM MH(OPMAIIMOHHOM CUCTEMBI;

- IO pe3ynbTaTaM MEpONPHUATUN 0 KOHTPOJIO 32 BBINOJIHEHHWEM TpeOoBaHMM K o0OecnedyeHHto Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX NMPH UX 00paboTKe B MH(OPMALIMOHHOHN CHUCTEME.

3. Metopomnorust GOpMHPOBAHHS MOJAEITH yIpoO3
3.1. Obure npUHLIUIIBI

Pazpabotka Mozenu yrpo3 goipkHa 6a3upoBaThes Ha CIETYIOUUNX TPUHIUIAX:

1) bezonacHOCTh MepCOHANBHBIX JAaHHBIX IMPU X 00paboTKe B MHYOPMAIIMOHHBIX CHCTEMaxX OOECIeunBaeTCs C
MIOMOIIBIO CUCTEMBI 3aIUTHI IEPCOHATBHBIX JaHHBIX (11. 2.2 MeToANYeCKHX peKOMEHIalHii).

2) Ilpu GpopmMupoBaHUU MOJETH YTPo3 HEOOXOIUMO YUUTHIBATH KaK YIPO3bl, OCYIIECTBIEHNE KOTOPHIX HapyllaeT
0€30MacHOCTb MEPCOHANIBHBIX JAHHBIX (J1asee - mpsiMasi yrpo3a), Tak U yrpo3bl, CO3/IAI0IIIE YCIOBHS IS OSBICHHS
MPSIMBIX YIpo3 (Jlajniee - KOCBEHHbIE YTPO3bl) UM KOCBEHHBIX YTPO3.
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3) IlepconanbHble MaHHBICE O0pPAOATHIBAIOTCS W XPaAHATCA B WH(OPMAIMOHHOW CHCTEME C HCIIOJIb30BaHHUEM
OTIpeJICIEHHBIX HMH()OPMAIIMOHHBIX TEXHOJOTHH M TEXHUYECKUX CPEICTB, MOPOKIAAIONIUX OOBEKTHI 3aAIIUTHI
Pa3IMYHOTO YPOBHS, aTaKW HA KOTOPbIE CO3/Ial0T MPSIMbIE I KOCBEHHBIE YTPO3bl 3alUIaeMOi HHpOpMAaLIIH.

4) KpunrocpeacTBo mTaTHO (PYHKIMOHUPYET COBMECTHO C TEXHUYECKUMU U IPOTPAMMHBIMU CPEJICTBAMU, KOTOpPbIE
CHOCOOHBI MOBIUATH HA BHIMOJIHEHUE IPEIBSIBISEMBIX K KPUIITOCPEICTBY TPeOOBaHUM U KOTOPbIE 00pa3yIoT cpery
¢dbynkunonuposanus kpunrocpencrsa (COK).

5) Cucrema 3alUThl MEPCOHANBHBIX JAHHBIX HE MOXET OOECHeuMTh 3allUTy HHPOpMAIMU OT AEUCTBUH,
BBITIOJIHAEMBIX B PAMKAaxX IMPEJOCTaBICHHBIX CyOBEKTY NCHCTBUN MOIHOMOYMU (HAampuUMep, KPUIITOCPEICTBO HE
MOJKET 00€CIeYnTh 3alIUTY HH(OPMALIUU OT PACKPBITHS JINLIAMHU, KOTOPBIM IPEAOCTABICHO MTPABO HA TOCTYI K 3TOI
uHpOpMaLIUN).

6) Hapymurens MoXeT ACHCTBOBATh Ha PA3IMYHBIX dTalax >KU3HEHHOTO Iukia kpuntocpenactsa 1 COK (mox
STHMH STallaMU B HACTOSILEM JOKYMEHTE IIOHUMAIOTCS pa3padoTKa, MPOU3BOCTBO, XpaHEHUE, TPAHCIOPTUPOBKA,
BBOJI B 9KCILTyaTallMIO, SKCITyaTalisl IpOrpaMMHBIX M TEXHHUECKUX cpeAcTB kpunrocpenactsa u COK).

7) dusa obecrieueHus: 6e30MacHOCTH NEPCOHANBHBIX JAHHBIX NMPH UX 00paboTke B MH(OPMAIIMOHHBIX CHCTEMax
JOJDKHBI  UCHONIB30BaThCsl  cepTuduuupoBanHble B cucteme ceptudukanmuu DPCh  Poccun  (umeromniue
MIOJIOKUTETFHOE 3aKIIOUCHHE SKCIIEPTHOM OPraHU3aIlK O COOTBETCTBUH TPEOOBAHUSIM HOPMATHBHBIX JJOKYMEHTOB
1o 6e30macHOCTH HHQOPMAITUN) KPUIITOCPEICTBA.

B ciyuae OTCYTCTBHSI TOTOBBIX CEPTU(UIIMPOBAHHBIX KPUIITOCPEIACTB, (YHKIMOHATBHO TPHUTOMHBIX JUIS
obecrnieueHurs 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX IPU UX 00pab0oTKe B KOHKPETHOU HH(POPMAIIMOHHOH CUCTEME,
Ha JTale aBaHMPOEKTAa WIM 3CKHU3HOTO (ICKU3HO-TEXHUYECKOTO0) MPOEKTa pa3padOTYMKOM HH(POPMALMOHHOM
CUCTEMBI C y4acTHEM oOIlepaTopa M MpeArojaraeMoro pazpaboTdyMka KPUIITOCPEICTBAa TOTOBUTCS OOOCHOBAaHUE
1eJIecO00pa3HOCTH  pa3padOTKM HOBOTO THIIA KPUIITOCPEICTBA W ONPENEeNAIOTCS TpeOOBaHUS K  €ro
(GYHKIIMOHATBHBIM CBOMCTBaM.

PazpaboTka HOBOTO THITa KPUIITOCPEICTBA OCYIIECTBISIETCSI B cOOTBETCTBHH C [ looxkennem TTK3-2005.
Pa3znuyaroT Mozens yrpo3 BepXHEro YpoBHS U A€TaIU3UPOBAHHYIO MOJIENb YTPO3.

Mogenb yrpo3 BEpXHEro ypoBHs NpeAHa3HAuY€Ha JJIs ONpEeSICHUs XapaKTepUCTUK 0€30MacHOCTH 3aIMIAEMbIX
NEPCOHAIBHBIX JAHHBIX U IPYTHX 0OBEKTOB 3alUThI (IPUHIUIBI 2 1 3). DTa MOJIeNb TAK)KE OINpeIeNsIeT UCXOHbIE
JaHHbIE JJIS AETaJTU3UPOBAHHON MOJIENN YyTPO3.

Jleranu3upoBaHHasi MOJAEIb Yrpo3 MpeJHa3HaueHa Ui OIpeesieHus] TpeOyeMoro ypoBHs KpUOTOIrpapuuecKou
3aIUTHI.

3.2. Metononorust popMupoBaHUs MOJENIN YIPO3 BEPXHETO YPOBHS

dopMHUpOBaHKE MOJIETTH YTPO3 BEPXHETO YPOBHS OCYIIECTBIISIETCS HA ATarne cOopa U aHalIM3a UCXOIHBIX JAHHBIX 110
MH(OPMAIIMOHHON CUCTEME B COOTBETCTBUU C YCTAaHOBIEHHBIM | lopsiikom.

JI7st MpaBWIIBHOTO OMPEAENIEHUs KPUIITOCPEACTB, HEOOXOUMBIX JIJIsi 0OecreueHust 0€30MacHOCTH TEPCOHATBHBIX
JAHHBIX, TOTIOJIHUTEIHHO K JAHHOMY dTaly MPeIbsIBISIOTCS CIEAYIoINe TpeOOBaHUS.

Omnpenenenre ycIoBUI CO3JaHUS M UCIIOIB30BAHUS TEPCOHATBHBIX TAHHBIX

HOJ’I)KHI:I OBITH OIIMCAHBI YCJI0BUSA CO3JaHUA U UCITIOJIBb30BAaHUSA IICPCOHAJIBHBIX JaHHBIX. 21.]'[5[ OTOT'O OMMPECACIIAOTCS:
- CyOBEKTHI, CO3Jal0IIIe MePCOHATbHBIC JaHHbIE (B KAUECTBE TAKOTO CYOBEKTa MOXKET BBICTYMHATh JIUIO WU €T0
MNpEACTAaBUTEIIb B BUJC IPOTPAMMHOTO UJIM TEXHUYCCKOT'O CpeHCTBa);

- CyOBEKTHI, KOTOPHIM MEPCOHATLHBIC JaHHbBIE MPeTHA3HAYCHEI;

- MpaBHWJIA JIOCTYTIA K 3alHIaeMoi HH(OPMAIINH;

- WH(POPMAIIMOHHBIE TEXHOJOTHUH, 0a3bl NAaHHBIX, TEXHUYECKHUE CPEJCTBA, HCIOJb3yeMble ISl CO3JaHUs U
00pabOTKHU MEPCOHATBHBIX JaHHBIX;

- UCTIOJIb3YyEeMbIE B TMPOIIECCE CO3/IaHUsI U UCTIOIB30BAHUS MEPCOHANBHBIX TaHHBIX 00BEKTHI, KOTOPHIE MOTYT OBITH
00BEKTaMH YIPO3, CO3/IAIONIUMH YCIIOBHS JUIS TTOSBJICHHS YTPO3 MEPCOHATBHBIM JaHHBIM. Takoro poja 00beKTaMu
MOTYT OBITh, HATIPUMEP, TEXHHUECKHUE U TIPOTpaMMHBIE CPEICTBA.

Cremness JCTaan3alnu OIIMCAaHHUs HOJIXKHA OBITH }IOCTaTOqHOﬁ JJIs1 BBIITOJTHECHUA OCTAJIBHBIX Tpe6OBaHI/II\/'I K oTamy
cbopa 1 aHaJIM3a UCXOIHBIX JAHHBIX IO HH()OPMAIIMOHHON CUCTEME.
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Onucanue GpopM npeacTaBiIeHUs IEPCOHAIBHBIX TaHHBIX

[lepconanbHbIe TaHHBIE UMEIOT pa3ianyHbIe (OPMBI ITpeacTaBIeHHs ((POPMBI (PUKCALIUU) C YIETOM HCIIOJIb3YEMBIX
B UH(OPMALIMOHHON cucTeMe MH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

Heo6xonumo nate onucanue 3tux (hopMm mpexacraBieHus (¢hopm (ukcannm) nepcoHaIbHBIX AaHHBIX. K Takum
(dbopmaM OTHOCSTCS 00JIACTH ONIEPATUBHOM MaMATH, (hailibl, 3arucy 6a3 JaHHBIX, IOYTOBbIE OTIIPABICHUS U T.1I.

Onucanue nH(popMaIMy, COMYTCTBYIOLIEH MTpolieccaM CO3JaHMs U UCIIOJIb30BaHMsI IEPCOHATIBHBIX JAHHBIX

Ha ocHoBe aHanm3a ycCIOBUH CO3IaHHSI M HCIIOJIB30BAaHMS MEPCOHAIBHBIX JAaHHBIX JIOJDKHA OBITH ONpejaecHa
uHpoOpMalKs, COMYyTCTBYIOIIAs IMPOLIECCaM CO3/IaHUS U HCIOJIb30BaHUS IEPCOHAIBHBIX AaHHBIX. IIpu 3TOM
MPEJCTABISIET HHTEPEC TOIBKO Ta MHPOPMALUs, KOTOPast MOKET ObITh 0OBEKTOM YIPO3 U HOTPEOyeT 3aIIUTHI.

K yka3anHo# nadopmaiuu, B 4aCTHOCTH, OTHOCUTCSL:

- KITI0YeBas, ayTeHTU(OUIUPYIOIIAs ¥ MaposibHask HH(PpOpMaIus KpUnToCpeCTBA;

- kpunTorpaduyecku onacHas uHdopmarusa (KON);

- KOH(UTypaloHHast UH(POpPMAIIHS;

- ynpasisiroas HHpopMmarus;

- nH(pOpMANHA B DIIEKTPOHHBIX KYPHAIAX PETUCTPAIIH;

- NOOOYHBIE CUTHAJBI, KOTOPbIE BO3HUKAIOT B Ipolecce (PyHKIMOHUPOBAHHS TEXHUUECKUX CPEACTB U B KOTOPBIX
MOJTHOCTBIO MJTH YaCTUYHO OTPaXKAIOTCS IEPCOHAIbHBIC JaHHbBIC WM Apyras 3aiuiiaemMas nHHopMaIs;

- pe3epBHBbIE KonuU (pailioB ¢ 3amuiiaeMoil nHpopmanuei, KOTopble MOTYT CO3/laBaThcsl B IpoLecce 00paboTKu
3THX (halioB;

- ocTaTo4yHast nH(pOpMalMs Ha HOCUTEISIX HHPOPMALUH.

B Tex ciydasx, Korma Mozenb yrpo3 pa3paldaThIBaeTCs JIMLAMH, HE SBISIFOIIMMUCS CHEIHAINCTAMH B 00JIACTH
3alIMThl  MH(QOPMALMU, PEKOMEHIYeTCsl OrPaHMYMUTHCS MPUBEJCHHBIMU BBIIIE IpUMEpaMH HH(OpMaIuH,
COITyTCTBYIOIIEH MPOIeCCaM CO3JIaHMsI U UCTIONb30BaHMS MEPCOHATBHBIX TAHHBIX.

PazpaboTunku Mozenu yrpo3 - CelMaiucThl B 00JacTH 3alUThl HH(OPMAIIMKU MOTYT YTOUYHUTh YKa3aHHBIN BbILIE
nepeyeHb MH(POPMALUHU, COMYTCTBYIOIIEH IMpoleccaM CO3IaHUs W HCIOJIb30BaHUS IMEPCOHAIBHBIX TaHHBIX, C
MPUBEJICHUEM COOTBETCTBYIOIIMX 00OCHOBaHUI. PekoMeHyeTcsl yka3aHHOE YTOYHEHHUE JIeNlaTh TOJNBKO B ciydae
He00X0IMMOCTH pa3pabOTKH HOBOTO THUIIA KPUIITOCPEICTBA.

YTo4yHeHue mnepeuHss MHPOpPMALMHU, COMYTCTBYIOLIEH IpoIeccaM CO3JaHUs M MCIOJIb30BaHMS IMEPCOHATIBHBIX
TAaHHBIX, TOJDKHO OCYIIECTBIIATHCS IYTEM:

- HUCKJIIOYEHMs] THUIIOB paccMaTpUBaeMoill MHGpOpMalMK M3 YKa3aHHOTO BBINIE MEPEYHs, KOTOpPbIE SBISAIOTCA
M30BITOYHBIMU B CHITY CIIEHU(DUKN KOHKPETHON MH(OPMALIMOHHON CUCTEMBI;

- KOHKPETU3alUH U JAeTaIU3alii He UCKIIOUEHHBIX TUIIOB paccMaTpuBaeMoil MH(OpMaIK ¢ y4eTOM KOHKPETHBIX
YCIIOBUH 3KCIUTyaTallui HH()OPMALIMOHHONW CUCTEMBI;

- ONMCaHUs TUIIOB paccMaTpuBaeMoi HH(POPMaLIUK, HE YKa3aHHBIX B IPUBEICHHOM BBIIIE IIEpEUHE.

Omnpenenenne XapakTepuUCTUK O€30M1aCHOCTH

HeoOxonuMo omnpenenuTs XapakTepUCTUKHU O€30MacCHOCTH HE TOJBKO TIEPCOHAJIbHBIX JaHHBIX, HO U
XapaKTepUCTUKH O€30MaCHOCTH BCEX 0OBEKTOB, KOTOPbIE ObLIM ONpEAETICHbI KaK BO3MOXKHbBIE OOBEKTHI YIpo3.
OCHOBHBIMH (KJIACCUYECKHMH) XapaKTEPUCTUKAMU O€30MacHOCTH SBISIOTCA KOHPUACHIINAIbHOCTD, 11IEI0CTHOCTD
U JOCTYITHOCTb.

B nomonHeHue K nepedncIeHHBIM BbIIIE OCHOBHBIM XapaKTepHUCTHKaM O€30MMacCHOCTH MOTYT paccMaTpUBAThCS
TaKXKe W Jpyrue XapakTEepUCTHKH Oe30MacHOCTH. B dYacTHOCTH, K TaKUM XapaKTepUCTUKAM OTHOCSTCS
HEOTKa3yeMOCTh <>, y4eTHOCTh <2> (MHOTI'/Ia B Ka4YeCTBE CHHOHMMA UCIIOIB3YETCsI TEPMHUH "TIOJIKOHTPOIBHOCTH"),
ayTeHTUYHOCTh <3 (MHOT/A B KAUeCTBE CHHOHUMA UCIIOJIb3YyeTCs TEPMUH "IOCTOBEPHOCTH") U aJIeKBAaTHOCTh <4>.

<1> HeoTka3yeMOCTb - CTIOCOOHOCTh A0Ka3aTh, YTO ACHCTBHUE UM COOBITUE MPOU3OIILIO TAKUM 00Pa30M, 4TO (akT
NecTBUS WU cOOBITUS HE MOXeET ObITh onpoBeprHyT (MCO 7498-2:99 u UCO 13888-1:2004).

<2> Y4eTHOCTh

- CBOMCTBO, 00eCIEUNBAIOIIEE OJHO3HAYHOE OTCIECKHUBAHUE COOCTBEHHBIX IEHCTBHI JTI000T0 JIOTHYECKOI0 00BEKTA
(UCO 7498-2:99);
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- obecrieueHre TOro, YTo ACHCTBUS CYOBEKTa IO OTHOIICHHUIO K 00BEKTY MOTYT OBITh MPOCIIECKEHB YHUKAIBHO T10
OTHOIICHHUIO K CYOBEKTY.

<3> AyTEHTUYHOCTb

- CBOWCTBO oOecrnedeHUs UACHTUYHOCTH CYOBEKTa WIHM pecypca 3asBICHHOW WIACHTUYHOCTH. AYTEHTUYHOCTH
MPUMEHSETCST K TaKMM CYOBEKTaM KakK I0JIb30BaTeiH, IMporecchl, cuctemMbl u uHbopmanus (ISO/IEC 13335-
1:2004);

- UJEHTUYHOCTbh 00BbEKTA TOMY, UTO 3asIBJICHO.

<4> AJIIeKBaTHOCTb - CBOMCTBO COOTBETCTBHS NpeaHaMEpeHHOMY moBeneHuto u pesynabratam (ISO/IEC 13335-
1:2004).

[TpuBeeHHBIH CIMCOK XapaKTEPHCTUK OE30MacHOCTH HE SBIISETCS MCYEPIBIBAIOMIMM. B0O3MOXXHOCTH 0GOIBIIOTO
qHCcIa XapaKTePUCTHK 0€30MacHOCTH KPOETCS B ONPEICIICHUH MTOHATHS ""XapaKTepUCTHKa 0€301MacHOCTH 0ObeKkTa'":
"XapaKTEepUCTHKAa 0e30MacHOCTH OO0BEKTa - TpeOOBaHME K OOBEKTY WJIM K YCIOBUSM €ro CO3JaHus H
CyIICCTBOBAaHUsA, HUJIM K I/IH(i)OpMaI_II/II/I 00 00BekTe U YCIOBUAX €ro CO3JaHus W CYHICCTBOBAHHWA, BBIITOJHCHUC
KOTOPOT0 HE0OXOAMUMO ISl 00ECTIeYCHUS 3alMIIEHHOCTH )KU3HEHHO BaKHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA HITH
rocygapctsa'.

Kaxk npaBuiio, ycrnoBust CO3AaHus U CYIIECTBOBAHUS PealbHBIX 00BEKTOB JJOCTATOYHO CIIOKHBI U, KaK CJIEICTBUE, K
HHUM MOKHO NPCABABUTHL JOCTATOYHO MHOI'O CaMbIX pPa3JIMYHbIX TpC6OBaHI/II7I.

Tak kak yrposa Oe3omacHOCTH OOBEKTa - BO3MOYKHOE HApyHIEHHE XapaKTEPUCTHKH OE30MacHOCTH OOBEKTa, TO
MEPEeYeHb BCEX XapaKTEPUCTUK O€30IaCHOCTH JIJIsl BCEX BO3MOXKHBIX 00BEKTOB YIPO3, IO CYTH, OIIPEIENISIET MOICIb
yIp0O3 BEPXHETO YPOBHSL.

Hanpuwmep, ecnmu B WHPOPMAaLMOHHON cucTeMe TpeOyeTcssi O0ecCeYWTh TOJNBKO 3aIIUTy OT YHHUYTOXKCHHS,
[EeJOCTHOCTh W JIOCTYIIHOCTh 3amiuinaemMoil uH(opMmanuy (B KayecTBE BO3MOXKHOTO IPHMEpa TakKoH
MHGOPMAMOHHON CHUCTEMBI MOXHO NMPHBECTH MH(OPMAIMOHHYIO CUCTEMY LIKOJIBHOTO YYHTEINS, COAEPIKAIIYIO
00IeIOCTYTHBIE IEPCOHANBHBIC JAHHBIC YYAIUXCs), TO MOJETb YIPO3 BEPXHETO YPOBHS COACPIKHUT CIICTYFOLTHIA
HepeyueHb yrpo3:

- yrpo3a YHUUTOXKEHUS 3allUIaeMoi HHPOpMaLny;

- yrpo3a HapyImIeH s HEJTOCTHOCTH 3alIMIaeMOi HH(POPMAIIHH;

- yrpo3a HapyleHHsl JOCTYITHOCTH 3allliIaeMoi HHPOPMAaLIUH.

3.3. Merononorust GopMUpPOBaHUS AE€TAIM3UPOBAHHON MOJIENTH YTPO3

CornacHo nmpuBeaeHHOMY B 3axone Poccuiickoit @enepannn "O 6e30macHOCTH" OnpeeneHuio MOHATHS "yrpo3a
0e30macHOCTH" HEOOXOAMMO ONPEEIUTh COBOKYITHOCTD YCIOBUN U (DaKTOPOB, CO3/IAIOLIUX ONMACHOCTh HAPYIICHUS
XapaKTepUCTUK OE30MaCHOCTH BO3MOXHBIX OOBEKTOB Yrpo3. JTO M €CTh COJAEp)KaHHEe PabdOT MO CO3JaHMIO
JI€TaTM3UPOBAHHON MOJIENIN YIPO3.

Mo>HO IpUBECTH IPUMEPBHI, KOTJIa 11€JIeCO00pa3HO CO3AaHNe MOENIeH yrpo3 HECKOJIbKUX YPOBHEH JeTaln3aluy.

O4eBUIHBIM TMPUMEPOM MOXKET CIYKUTh OOBEKT YIrpo3, MPEACTABISIOMINNA CIOXHYIO TEpPUTOPHAIBHO
pacripe/ieIeHHYl0 aBTOMAaTU3UPOBAHHYIO CHCTEMY, Ui KOTOPOH YCIOBUS (YHKLUHMOHHUPOBAHUS Pa3IHMUHBIX
COCTaBHBIX YacTEHl CHUCTEMBbI MOTYT CYIIECTBEHHO pasinuyarbcs. [Ipu aHanm3e Takod cHCTEMBbI, Kak IPaBHIIO,
UCTOJIb3yeTCsl IPUHIIMIT IEKOMIIO3HUIIMU CIIOKHOTO 00BbeKkTa. Eciu ke cocTaBHbIE YacTH CHCTEMBI TaKKe BEChbMa
CIIOKHBI, TO MX AHAJIMW3 CHOBAa IMOTpeOyeT HCIOJIb30BAHME MPHUHIMMA JIEKOMIO3UIUN CIO0XHOro oObekra. B
paccMaTpuUBaEMOM ciydae IeJIeco00pa3HO CO3/aHue MOJeNel yrpo3 sl KaXAoro oObeKTa, MOTydYarollerocs B
IpoLecce 1eKOMITO3UIUH.

ITpu onpenenenuu yrpo3 6e30macHOCTH 0OBEKTa CIelyeT pa3InyaTh:

- YIpO3bl, HE SBIIAIOIINECS aTaKOM;

- aTaKH.

PexoMenayercs MCIOIB30BaTh CAEAYIOLIYIO CTPYKTYPY YIPO3, HE SBISIOLUIUXCS aTaKaMU:

- YIpO3Bl, HE CBSI3aHHBIE C IEATEIIbHOCTBIO YeJIOBEeKa: CTUXHUIHbIE O€CTBUS U IPUPOTHBIE SIBICHUS (3eMIIETPACEHHUS,
HABOJHEHHUS, yparanbl U T.1.);

- YTPO3bI COLMATBHO-TIOIUTUYECKOTO XapakTepa: 3a0acTOBKH, cab0Tax, JIOKaJIbHbIE KOH(PIUKTHI U T.1.;
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- ommOOYHBIE JCHCTBUS W (WIM) HAPYIIEHUS TeX WM HMHBIX TpeOOBAaHWUW JIMIIAMH, CAHKIMOHHUPOBAHO
B3aMMO/ICHCTBYIOIIMMHU C BO3MOXHBIMU 00beKTamMu yrpo3. Ecin, HanpuMmep, B kKauecTBe 00BEKTa yrpo3 BHICTYIIACT
aBTOMaTU3MPOBAaHHAs CHCTeMa B 3alluiieHHOM ucrnonHeHud (AC3U), To k TakuMm IEHCTBUSM U HapyUIEHUSAM, B
YaCTHOCTH, OTHOCSTCS:

- HeNPEAYMBILIIEHHOE UCKAKEHUE WIN yJalleHUue IPorpaMMHbIX KoMnoHeHToB AC3U;

- BHEJIPEHHE U UCIIOJIb30BAaHUE HEYUTEHHBIX IIPOrpPaMM;

- UTHOPUPOBAHHUE OPraHM3aLMOHHBIX OTpaHWYEeHUl (YCTaHOBJIEHHBIX IpaBUi) NMpH padore ¢ pecypcamu AC3U,
BKJIIOYast CPEJICTBA 3alIMThI HH(popMalu. B yacTHOCTH:

- HapylLIeHHE NTPaBUJI XpaHEHUs MHPOPMAaLUU OTPaHUYEHHOTO JI0CTYTIA, UCIOIb3yEeMON MPH HKCILTyaTal[Ui CPEACTB
3anThl HH(pOpMAIKHU (B YaCTHOCTH, KJIIFOUEBOM, MMAPOIBHOMN U ayTeHTU(UIMpYomel nHpopMaIum);

- MPeIOCTaBICHUE TOCTOPOHHUM JIMIIaM BO3MOYKHOCTH JIOCTYNA K CPEACTBaM 3alUThl MHPOPMALMH, a TaKkKe K
TEXHUYECKUM M IPOTPAMMHBIM CPEICTBaM, CIOCOOHBIM MOBJIHATH HA BBITOJHEHHUE MPEABSIBISIEMbIX K CPEICTBAM
3aImuThl HHQOPMAITUU TPEOOBAHUIA;

- HACTPOIiKa U KOH(PUTYPUPOBAHHUE CPEIICTB 3aIUTHI HH(POPMAIINH, a TAK)KE TEXHUYECKUX M IPOTPAMMHBIX CPECTB,
CIIOCOOHBIX TOBJMATH HAa BBINOJIHEHHE NPEABABISEMbIX K CpEACTBaM 3alUThl MH(pOpMaluu TpeOOBaHWM, B
HapylIeHHEe HOPMAaTUBHBIX U TEXHUYECKUX JOKYMEHTOB;

- HecooO1IeHue o akTax yTpaThl, KOMIIPOMETALUHU KIIOUEBOH, MApOIbHON U ayTeHTUhuIupyomeil nudopmaruu,
a TakKe JIT000# 1pyroit nHGOpMaIi OTPaHUYSHHOTO JJOCTYIIA;

- YIPO3bl TEXHOT€HHOI'0 XapaKTepa, OCHOBHBIMU U3 KOTOPBIX SIBJISIOTCS:

- aBapuu (OTKIHOYEHHE AIEKTPOINUTAHUS, CUCTEMBI 3a3€MJICHUS, pa3pyLICHUE UHKEHEPHBIX COOPYXEHUH U T.1.);

- HEHUCNPaBHOCTH, COOM ammapaTHBIX CpPEICTB, HECTAOMJIBHOCTh IapaMEeTPOB CHUCTEMbI 3JIEKTPONUTAHMUS,
3a3€MJICHUS U T.]L.;

- IOMEXH U HaBOJKH, IPUBOASIINE K cOOSM B paboTe anmnapaTHbIX CPEJCTB.

CrnenyeTr OTMETUTBH, UTO, KAK IIPABUJIO, 3AILUTA OT YTPO3, HE SIBJISIFOIIMUXCS aTaKaMU, B OCHOBHOM perjlaMeHTHPYyeTCs
MHCTPYKLUSAMH, Pa3pabOTaHHBIMU U YTBEP)KJIEHHBIMH OIEPATOPAMH C YYETOM OCOOEHHOCTEH HKCIUTyaTallH
MH(POPMAIIMOHHBIX CHCTEM H JACHCTBYIONIEH HOpMAaTHBHOM 0a3bl.

Kak nokasan MUpOBO# M OTE€UECTBEHHBIH OIBIT, ATAaKH ABJSAIOTCS HanOoJiee ONacHBIMH yIrpo3aMH (4TO 00YCIIOBIEHO
UX THIATEIbHONW MOJTOTOBKOM, CKPBITHOCTHIO MPOBE/ICHNS, 1IeJIEHAIIPAaBIEHHBIM BEIOOPOM OOBEKTOB U II€JIEN aTak).
ATaku TOTOBSTCA M TPOBOAATCA HapyIIUTENIEM, HpPUYEM BO3MOXKHOCTH TPOBEJACHMS aTak OOYCIIOBJIEHBI
BO3MOXXHOCTSIMU Hapymutens. VHbIMM cloBaMHM, KOHKPETHBIE BO3MOXKHOCTH HApPYLIUTENsS ONPEENISIOT
KOHKPETHBIE aTaKu, KOTOPHIE MOXKET MPOBECTH HAPYIIHUTED.

Ho torga ¢ yuerom onpenieneHus MOHATHS "MOJieb HAPYIIUTENA' BCE BO3MOXHBIE aTaKU OMPENEISIOTCS MOJIENbIO
HapyLIUTeNs.

Monenb HapyIIUTENs] TECHO CBsSI3aHA C MOJIETIBIO YTPO3 U, MO CYTH, SABJISETCS €€ 4acThio. CMBICIOBBIE OTHOLICHUS
MEXJy HUMH cieayromuie. B Moaenu yrpo3 conepkKuTcsi MaKCUMaIbHO MOJHOE OMHMCaHUE Yrpo3 0e30MacHOCTH
o0BbeKkTa. Mojenb HapyIuTeNsi COAEPKUT ONHUCAaHUE MPEITOJIOKEHNUS O BOBMOKHOCTAX HApYIIUTENsI, KOTOPbIE OH
MOJKET UCIOJIB30BAaTh JJIs pa3pabOTKH U MPOBEIEHH aTakK, a TakkKe 00 OrpaHUYEHUSX Ha 3TH BO3MOXKHOCTH.

3.4. Metonosorusi GopMHUPOBAHUS MOJIENTU HAPYIIUTEIS

CornacHo mocnenHeMy U3 OIpeleseHHBbIX B 1. 3.1 MeToanYeckux peKOMEeHJalMi NpuHIUNY (IpUHLIUN 7)
HapyLIUTEIh MOKET JIHCTBOBATh HAa PAa3IMYHbBIX 3Talax >KM3HEHHOTo Lukia kpunrocpeacTsa 1 COK (mox stumu
JTaramMy B HACTOALIEM JJOKYMEHTE IOHUMAIOTCS pa3paboTKa, MPOU3BOJICTBO, XpaHEHUE, TPAHCIOPTUPOBKA, BBOJI B
AKCIUTyaTaIUIo, SKCIUTyaTalllsl MPOTPAMMHBIX U TEXHUYECKUX cpencTB kpunrtocpeacts u COK).

Oranbl pa3paboOTKH, MPOU3BOJCTBA, XPAHEHMs, TPAHCIIOPTUPOBKH, BBOJAA B O3KCIUIyaTallUI0 TEXHUYECKUX U
IIPOrpaMMHBIX cpeacTB Kpunrocpenctsa u COK

Ha stamax pa3paOoTku, MpOM3BOACTBA, XpaHEHUsS, TPAHCIOPTUPOBKH, BBOJA B IKCILIyaTAllMI0 TEXHUUYECKUX M
nporpaMMHbIX cpeactB kpunrtocpencrsa U COK oOpaboTka nepcoHanbHbIX JaHHBIX He mpou3Boautcs. [lostomy
00BEKTaMU aTaK MOTYT OBITh TOJIBKO CAMU 3TH CPEICTBA U JOKYMEHTAIIUS HAa HUX.

B cB31 € U3J10)KEHHBIM Ha YKa3aHHBIX dTanax BO3MOKHBI CIEAYIOLIUE aTaKu:
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- BHECEHHE HETraTUBHBIX (DYHKIMOHAIBHBIX BO3MOXKHOCTEH B TEXHHYECKHE M MPOrpaMMHbIE KOMIIOHEHTHI
kpunrocpeactsa 1 COK, B TOM yucie ¢ UCMOIB30BAaHUEM BPEIOHOCHBIX MpOrpaMM (KOMIBIOTEPHbBIE BUPYCHI,
"TpostHCKHE KOHH" U T.]1.);

- BHECEHHE HECAHKIMOHUPOBAHHBIX HM3MEHEHMM B JOKYMEHTAI[MI0O HA KPUITOCPEJICTBO M TEXHUYECKUE W
nporpamMmHubie KoMnoHeHTbl CDOK.

Heo0x01uMo OTMETHTD, 4TO YKa3aHHBIC aTaKu:

- Ha OJTamax pa3paOOTKH, NIPOU3BOJACTBA U TPAHCIOPTUPOBKM TEXHUYECKUX U MPOrPaMMHBIX CPEJICTB
kpunrocpeactsa 1 COK MoOryT npoBoAUTHCS TOJIBKO BHE 30HBI OTBETCTBEHHOCTH OIIEPATOPA;

- Ha JTare XpaHeHUs TEXHUYECKUX U MPOTrpaMMHBIX cpelcTB kpunrocpenactsa u COK moryt npoBoauThCs Kak B
30HE, TaK U BHE 30HBI OTBETCTBEHHOCTH OIIEPATOPA;

- Ha JTame BBOJA B OJKCIUTyaTallMI0 TEXHUYECKHUX M IMPOrpPaMMHBIX cpelcTB Kpuntocpernctsa u COK moryr
MIPOBOJIUTHCS B 30HE OTBETCTBEHHOCTH OIEpaTopa.

B cBs13U € U3J10)KEHHBIM OIEPaTOpPhI JOJKHBI IPEAYCMOTPETH MEPhI KOHTPOJIS:

- COOTBETCTBUSI TEXHUUECKUX U MPOrPaMMHBIX CpeACcTB Kpuntocpeactsa 1 COK u 1oKyMeHTalluu Ha 3TU CPEJICTBA,
MOCTYHAIOMIMX B 30HY OTBETCTBEHHOCTH OIEPaTopa, ATATOHHBIM oOpaslaM (Hampumep, OIepaTrop I0JDKEH
TpeOOBaTh OT MOCTABIIMKOB TAPAHTHI COOTBETCTBHS TEXHUYECKHX M MPOTPAMMHBIX CPEJICTB KPHIITOCPEICTBA U
COK u joKyMeHTAaIMK Ha 3T CPEACTBA, MOCTYIMAONINX B 30HY OTBETCTBEHHOCTH OIEPaTOpPa, STATOHHBIM 00pa3Iiam
WJTU MEXaHU3MbI KOHTPOJIS, TTO3BOJISIONINE ONIEPATOPY YCTAHOBUTH CAMOCTOSITEIIBHO TAKOE€ COOTBETCTBUE);

- LIEJIOCTHOCTH TEXHUYECKHUX U MPOTrpaMMHBIX cpeAcTB kpunrocpenctsa 1 COK u nokyMeHTauuu Ha 3TU CpeAcTBa
B MpOIECCe XPaHEHUsSI U BBOJA B IKCILIYaTaIlMIO 3THX CPEICTB (C UCIOJIB30BAaHMEM KaK MEXaHHW3MOB KOHTPOJIS,
OMMCAaHHBIX B JOKYMEHTAI[MH, HAllpUMep, Ha KPUITOCPEJCTBO, TaK U C HCIOJIH30BAaHHUEM OPraHU3alUOHHBIX U
OpraHU3alMOHHO-TEXHUYECKUX MeEp, pa3pabOTaHHBIX OMEpPaTOpoOM C YYETOM TPEOOBAHUN COOTBETCTBYIOIIUX
HOPMATUBHBIX U METOAMUYECKUX JOKYMEHTOB, - CM. I1. 2.1 MeToIn4ecKuX peKOMeHIaIuil).

Drtar 3KCIulyaTaluy TEXHUYECKUX U MPOTPaMMHBIX cpeacTB Kpunrocpeactsa u COK

Ataka Kak J1t000€ IIeJIEHAIPaBIEHHOE JIEHCTBUE XapaKTEPU3YeTCs PAJOM CYIIECTBEHHBIX MHpU3HAKoB. K 3THM
CYILLIECTBEHHBIM IPU3HAKaM Ha 3Tale JKCIUTyaTalud TEXHUYECKUX M MPOrPAMMHBIX CPEJICTB KPUITOCPEICTBA U
C®K BroiHe €cTeCTBEHHO MOKHO OTHECTH:

- HapyUIUTENs - CyObeKTa aTaku;

- 00BEKT aTaKH;

- 11eJIb aTaKH;

- UIMEIONTYIOCS Y HApYIIUTENS HHPOpMaILIHIO 00 00BEKTE aTaku;

- UIMEIOLIUECS Y HAPYIIHUTEIS CPEACTBA aTaKu;

- KaHaJl aTaKy.

BosmoxkHbIe 00BEKTHI aTak U IIeJIM aTaK ONPeAeNsoTCs Ha dTare (GOpMUPOBAHUS MOJIETH YIPO3 BEPXHETO YPOBHSL.
[Ipu onpeaenennn 06bEKTOB aTak, B YaCTHOCTH, JOJKHBI OBITh PACCMOTPEHBI KaK BO3MOXHBIE 00bEKTHI aTaK U MpU
HEO0OXOIMMOCTH KOHKPETHU3UPOBAHBI C YUETOM HUCIOIb3YeMbIX B MH()OPMAIIMOHHONW cucTeMe WH()OPMAIMOHHBIX
TEXHOJIOTHI ¥ TEXHUYECKHUX CPEJICTB CICTYIONINE OOBEKTHI:

- IOKYMEHTalUs Ha KPUITOCPEACTBO M HA TEXHUYECKUE U MTPOrpaMMHbIe KOMITOHEHTHI COK;;

- 3alllMIIaeMble IEPCOHANIbHBIE TaHHBIE;

- KJIF0OUeBast, ayTeHTU(UIMPYIOIAs U MapoibHas HHGOpMAITHUs;

- kpunTorpaduyecku onacHas uadopmarus (KON);

- KpUIITOCPEJCTBO (MPOrpaMMHBIE U annapaTHble KOMIIOHEHTBI KPUIITOCPEICTBA);

- TEXHUYECKHE U IporpaMMHble KoMoHEeHThl COK;

- JaHHbIE, TIepe/laBaeMble 110 KaHajlaM CBS3H;

- IIOMEIIEHUS, B KOTOPBIX HAXOSATCS 3alIHUIaeMble pecypCchl MHPOPMAITMOHHON CUCTEMBI.

B Tex cmydasx, korga Mojenb Yrpo3 pa3padaThiBaeTCs JTUIAMU, HE SIBISIFOIIMMHUCS CHEIHATUCTaMH B 00JIaCTH
3amuThl HH()OpPMAIUK, PEKOMEHAYETCS OTPAHNUYUTHCS TIPUBEACHHBIMH BBIIIE MPUMEPAMU BO3MOXKHBIX OOBEKTOB
aTax.

PazpaboTunku Moenu yrpo3s - CenuaucThl B 00J1aCTH 3alIUTHl MHPOPMAIIUKA MOTYT YTOUYHUTD YKa3aHHBIN BBIIIIE
MepeueHb BO3MOXKHBIX OOBEKTOB aTak C MPUBEJICHHEM COOTBETCTBYIOIIUX OOOCHOBaHWU. Pexomenmyetcs
YKa3aHHOE YTOYHEHUE JIeJaTh TOJIBKO B CiIydae HE0OX0AUMOCTH pa3paboTKK HOBOT'O TUIIA KPUIITOCPECTBA.
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YTO4YHEHUE MepeyHs BO3MOXKHBIX O0BEKTOB aTaK JOJDKHO OCYIIECTBIISATHCS ITyTEM:

UCKITIOYEHHS 0OBEKTOB aTaK U3 YKa3aHHOTO BHIIIE NIEPEUHSI, KOTOPBIE SBIISIFOTCS H30BITOUHBIME B CHITY CTICIIH(DHKU
KOHKPETHOW MH(POPMAITMOHHOW CHCTEMBIL;

KOHKPETH3aIlUU U JICTAIN3aI[MN HE HCKIIIOUEHHBIX 0OBEKTOB aTaK ¢ YIETOM KOHKPETHBIX YCIOBHN IKCILTyaTalllH
WH(POPMAIIMOHHON CUCTEMBI,

onucaHus 0OBEKTOB aTakK, He YKa3aHHBIX B IPUBEICHHOM BBIIIC ITEPEUHE.

C y4eToM HM3JI0KEHHOTO MOJEIbh HAPYNIMTENS ISl dTana SKCILTyaTallud TEXHUYECKUX M IMPOTPAMMHBIX CPEIICTB
kpunrocpeactsa 1 COK 1okHa UMETh CIEAYIOIIYI0 CTPYKTYPY:

- ONMCaHKE HapymuTesel (CyObeKTOB aTak);

- IPEATIONOKEHHS 00 UMEIOIIEHCs y HapymuTelss nHpopManuu 00 00beKTaxX arak;

- IPEIOI0KECHUST 00 MMEIOLINXCS Y HAPYIIUTENSI CPEJCTBAX aTaK;

- OTIHMCaHUe KaHAJIOB aTakK.

Onucanne HapymuTenei (CyObeKTOB aTak)
1) PaznuyaroT mecTs OCHOBHBIX TUIIOB HapymuTenei: H, H ..., H .

1 2 6
HpeﬂnonaraeTCH, 4YTO HApYyHIUTCJIXW THUIIA HuH MOT'YT CTaBUTHb pa6OTI>I 110
5 6

CO3JIaHHIO CIOCOOOB M CPEJCTB aTaKk B HAy4YHO-HCCIEIOBATENbCKUX LIEHTpax,
CHCTIMATM3UPYIOMINXCS B 00JIACTH pa3padOTKH U aHaim3a kpunrocpencts u COK.

Bo3moskHocTH Hapymurens Tuna H - BKiTro4aroT B ce0si BO3SMOXHOCTH HapyILIUTeNs

i+1
tuma H (1 <=1<=5).
i

Ecnu BHemHuii Hapymwurtenb 001aJaeT BO3MOXHOCTSIMU IO CO3/IaHUIO CIIOCOOOB
MIOJATOTOBKU aTaK, aHAJIOTHYHBIMU COOTBETCTBYIOIIMM BO3MOXKHOCTSIM HApyILLIUTEINS TUIIA
H (3a uckmoueHreM BO3MOXHOCTEH, MPEAOCTABIAEMbIX TPEObIBAHUEM B MOMEHT aTaKu
1
B KOHTPOJIMPYEMOH 30HE), TO 3TOT HApYLIUTEIh Takke Oy/eT 0003Ha4YaThCs Kak
Hapymmrtens Tuna H (2 <=1<=6).

1

2) JlanHbIi pa3aen MOJeNIN HapyIIUTENs JOJIKEH COIepKaTh:
- IepeYeHb JIUII, KOTOpPbIE HE pacCCMaTPUBAIOTCS B Ka4eCTBE MOTEHIMAIBHBIX HApyIIUTeNei, 1 000CHOBaHHE ITOTO
nepeyHs (mpu HeoOXOJUMOCTH);

- TPEANOJIOKEHUE O HEBO3MOXXKHOCTH CTrOBOpA HapylIUTeNeH (A7 BceX TUIIOB
HapylmuTeneil) WIM IPeanoio’KeHUsT O BO3MOKHOM CrOBOpPE HapyUIMTeNed U o
XapakTepe CroBoOpa, BKIKOYasl MEPEUUCICHHUE AOIOJHUTENBHBIX BO3MOXKHOCTEM,
KOTOpBIE MOTYT HCIIOJIb30BAaTh HAXOSAIIMECS B CTOBOPE HAPYIIUTEIH JJIsl IOJATOTOBKU
U MpoBeJieHus aTak (1 HapymuTeneit tuna H - H).
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IIpumeyanue.
JlaHHBIN pa3ien MOAEIN HapyIIUTENS UMEET CIIEIYIOIIEe TUITOBOE COAEPKAHUE.
Chauana Bce (pu3nueckue Jamiia, UMEIOIIHNe JOCTYN K TEXHUYECKUM M IPOTPaMMHBIM CPEJICTBaM MH(POPMALIMOHHOM
CUCTEMBI, pa3JIEIAI0TCS Ha CIECAYIOIIUE KATETOPUH:
- kareropus | - nmuna, He UMeEIOIIHe IPaBa J0CTyNa B KOHTPOJIUPYEMYIO 30HY HH(OPMAIIMOHHON CUCTEMBI;
- kareropus Il - nuna, umerommMe MpaBO MOCTOSHHOTO MM Pa30BOTr0 JOCTYNa B KOHTPOJIHMPYEMYIO 30HY
MH(POPMAIIMOHHOM CUCTEMBI.
Jlanee Bce MOTEHIMAIBHBIE HAPYIIUTENH IMOAPA3AEISIOTCS Ha:
- BHEIIHUX HapyIIUTeNeH, OCYIIECTBISIONINX aTaKH U3-3a IMPeJIeIoB KOHTPOJIUPYEMOM 30HBI MHPOPMALMOHHOM
CUCTEMBI;
- BHYTPEHHMX HapyILIUTENEH, OCYIIECTBISIIOIIMX aTakh, HaxXOo[sICh B Ipelenax KOHTPOJIUPYEMOW 30HBI
MH(OPMALIMOHHON CUCTEMBI.



Koncratupyercs, uto:

- BHEIIHUMU HAPYIIUTEISIMUA MOTYT OBITh KaK JIMIIa KaTeropuu I, Tak u imna kareropuu 11;

- BHYTPEHHUMH HapYIIUTEISIMU MOTYT OBITh TOJIBKO Jiuia Kateropuu L.

JlaeTcsi ompcaHuWe TNPUBWICTMPOBAHHBIX —IOJIb30BATENeH HMH(OPMAIIMOHHONW CHCTEMBI (WIEHOB TPYIIIIBI
aJIMMHHUCTPATOPOB), KOTOPBIE HAa3HAUAIOTCA M3 YHCIa 0CO0O0 JTOBEPEHHBIX JIMI[ U OCYUIECTBISIOT TEXHUYECKOE
00CITy’)KMBaHHE TEXHUYECKUX W TPOTPaMMHBIX cpeAcTB KpuntocpeactBa u CDK, Bkimouas MX HACTPOIKY,
KOHMUTYpHUpOBAaHUE U  paclpeleieHHe  KIIOYeBOM  JOKYMEHTAalluu MEXIy HENpUBUICTUPOBAHHBIMU
I10JIb30BATEIISIMH.

Jlanee crneayeT 000OCHOBaHME HMCKIIOUEHHS TEX WJIM UHBIX TUIOB Jidll Kateropuu Il m3 ymcna moTeHUIUaIbHBIX
HapymuTeneil. Kak npaBuiio, npuBHUIErHPOBaHHBIE MOIB30BATEIN HH(OPMAIIMOHHON CHCTEMBI HCKIIIOYAIOTCS U3
Yyclia NOTEHIUATbHBIX HapYIIUTENeH.

W, nakoHe1, paccMaTpUBaeTCs BOIIPOC O BO3MOKHOM CTOBOPE HapyIIUTEIEH.

[Tpenmonoxenust 06 UMEIOIIEHCS Y HapyIIUTENs HHPOPMAITUH 00 00BEKTaxX aTak

JlaHHBIN pa3zen MOJeNu HapyIIUTENsl TOJKEH COAepkKaTh:

- TIPEATIONIOKEHUE O TOM, YTO MOTCHIMAIbHBIC HAPYIIUTEIN 00JalaloT Beel mHpopManneil, HeoOX0IUMON IS
MOATOTOBKM M TMPOBEJIEHUS aTak, 32 MCKIIOUYEHHWEM HH(OpMaIHH, AOCTYI K KOTOPOH CO CTOPOHBI HAPYIIUTEINS
UCKJTFOYAeTCs CUCTeMO# 3amuThl MHpopmanuu. K Takoil wHpOpManuu, HarpuMep, OTHOCHTCS NapoJbHas,
ayTeHTUUIUPYIOLIas U KJIIoueBas nHpopmanus;

- 000CHOBaHHBIE OTPAHUYCHHSI HA CTETICHh WH()OPMUPOBAHHOCTH HAPYIITUTEIS (TICpEUCHD CBEICHUH, B OTHOIIICHUH
KOTOPBIX MPEINOIAraeTcsi, YT0 OHU HAPYIIUTEIO HEIOCTYITHBI).

[Ipumeuanue.

O6ocHOBaHHBIE OrpaHUYECHHS Ha CTENEeHb WH()OPMHUPOBAHHOCTU HAPYIIUTENSI MOTYT CYIIECTBEHHO CHM3HUTH
TpeOOBaHUS K KPUIITOCPEIICTBY IPH €T0 pa3padboTKe.

[Ipu ompeneneHun OrpaHUYEHHU HA CTENEHb MH()OPMUPOBAHHOCTH HAPYIIUTENS, B YACTHOCTHU, JOJDKHBI OBITH
PacCMOTPEHBI CIEAYIOIINAE CBEACHMUS:
- co/iepKaHNe TEXHUUYECKOM TOKyMEHTalluK Ha TEXHUYECKUE U MporpaMMHble KoMIoHeHTbl CDK;;
- IOJITOBPEMEHHBIE KIIIOUU KPUIITOCPEICTBA;
- BCE BO3MOXXHBIC JaHHBIC, IIEPEIABAEMBbIE B OTKPBITOM BHJE II0 KaHajgaM CBS3M, HE 3allUIIEHHBIM OT
HecaHkunoHupoBanHoro noctyna (HCJ]) k uHdopmanmum opraHu3alMOHHO-TEXHHUYECKUMH MepaMu ((a3oBble
IIyCKH, CHHXPOIIOCBUIKH, He3alln(POBaHHbIE aJipeca, KOMaH/Ibl YIIPaBJICHUS U T.11.);
- CBE/ICHUS O JIMHUSAX CBSA3M, IO KOTOPBIM IepeaeTcs 3amuiiaeMas HHpopmarus;
- BCE CETH CBs3H, padOTaIOIHE HA €IUHOM KIIIOUE;
- BCe MPOSIBIIAIOLIMECS B KaHallaX CBsI3H, He 3amuieHHbIx oT HC/I k nHdopmanyy opraHu3aliOHHO-TEXHUYECKUMHU
MepaMHU, HapyIIeHUs [TpaBuJl SKCILTyaTauu kpunrocpeactsa 1 COK;
- BCe MPOSIBIIAIOLIMECS B KaHallaX CBsI3M, He 3amuieHHbIx oT HC/I k nHdopmany opraHu3aiiOHHO-TEXHUYECKUMHU
MepaMH, HEUCIPABHOCTH U cOOU TEXHUYECKUX cpecTB Kpunrocpeactsa u COK;
- CBEJICHMsI, MOJIy4yaeMble B pe3ysIbTaTe aHalM3a JIOObIX CUTHAJIOB OT TEXHHMYECKHUX CPEACTB KPUITOCPEICTBA U
C®K, KoTOpBIE MOKET NEPEXBATUTH HAPYILIUTEID.

Tonbko Hapymmrensm tuna H - H Moryrt ObITh U3BECTHBI BCE CETH CBSI3H,
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paboTaroliye Ha €TUHOM KITIoue.

Tonbko Hapymmrenu tuna H - H pacnosararor Hapsigy ¢ JOCTYITHBIMU B
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cBOOOHON mpojaxe NoKyMeHTauuel Ha kpunrocpeAcTBo U COK ncxoaHpIMU TEKCTaMU
MPUKIIQJHOTO MPOrPAMMHOI0 OOecIieueHusl.

Tonbko Hapymmrenu tuna H pacnonararor Bcell TOKyMEHTalHMeW Ha

6

kpuntocpenctso u COK.



B Tex cnydwasx, korga Mojens yrpo3 pa3padarbiBaeTcs JUIAMH, HE SIBISIIOIIMMUCS CHEIHalMCTaMu B 00JacTH
3alIMThl MH()OPMAIUKM, PEKOMEHAYETCS OTPAaHMYUTHCA IPHBEICHHBIM BBIIIE TMPEANOIOKEHHEM O TOM, YTO
MOTEHIIMAaJIbHbIe HAPYIIUTEIN 00JIaatoT Beeil nHdopmalreit, HeoOX0JUMOM I MOATOTOBKH U IPOBEJCHHUS aTakK.
PazpaboTunku MozeIH yrpo3 - CHeNUAIUCThI B 00JaCTH 3aIIUTHI HHPOPMAIIUU MOTYT HOATOTOBUTH 00OCHOBaHHBIE
OrpaHUYEHUS] Ha CTENEeHb MH(POPMHUPOBAHHOCTU HapymuTens. PekoMeHayercss yka3aHHOE OTpaHHYEHHUE JeJaTh
TOJIBKO B CIy4ae HEOOXOIUMOCTH pa3pabOTKK HOBOTO TUIA KPUIITOCPEICTBA.

[Tpenmnonoxenus: 00 UMEIOUINXCS Y HAPYIIUTENS CPEJCTBAX aTaK

JlaHHBIN pa3zien MOAEIN HapyLINUTENs JOJDKEH COAEepKaTh:

- MIPEINOJIOKEHUE O TOM, YTO HAPYIIUTENb UMEET BCe HEOOXOAMMBIE JJISl TPOBENICHHs aTaK MO JOCTYITHBIM €My
KaHajlaM aTaK CPEICTBA, BOZMOKHOCTH KOTOPBIX HE MPEBOCXOASAT BO3MOYKHOCTH AHAJOTHYHBIX CPEJICTB aTaKk Ha
UH()OPMAIIHIO, COIEPHKALIYIO CBEACHUS, COCTABIISIONINE TOCYIaPCTBECHHYIO TalHY;

- 000CHOBaHHbIE OTPAaHUYEHUS HAa UMEIOLIMECs Y HApyLIUTEN CPEe/ICTBA aTaK.

[Ipumeyanue.

OOocHOBaHHbIC OTPAaHUYEHUS Ha MMEIOLIMECS Yy HapyIIUTENs CpeACTBa aTrak MOTYT CYLIECTBEHHO CHM3MTh
TpeOOBaHUS K KPUIITOCPEIICTBY P €T0 pa3paboTKe.

[Ipu ompeneneHUn OTrpaHUYCHUI HA WMEIOMIMECS y HAPYIIUTENs CPEICTBAa aTak, B YAaCTHOCTH, JOJDKHBI OBITH
PacCMOTPEHBL:
- arnnaparHble KOMIIOHEHTHI Kpunrocpenctsa 1 COK;
- JOCTYIIHBIE B CBOOOHOM MPOJJake TEXHUUECKUE CPEJICTBA U IPOrPaMMHOE 00eCIIeUeHHE;
- CIIEMAJIbHO Pa3pabOTaHHbIE TEXHUUECKUE CPEJCTBA U IPOrPAMMHOE 00ECIIEUEHUE;
- IITaTHBIE CPEACTBA.
Hapymwurenu tunma H uw H pacnonaraioT TONbKO TOCTYIHBIMU B CBOOOIHOM
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[IpOoJake anmnapaTHbIMU KOMIIOHEHTaMu Kpuntocpeactsa u COK.
JlononHuTeNbHBIE BO3MOXKHOCTH Hapymurened tuna H - H mo nmomydyenuro
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anmnapaTHeIX KOMIOHEHT kpunrocpeacrsa u COK 3aBHCAT OT peann30BaHHBIX B
MH(OPMALIMOHHON CUCTEME OpTraHU3alMOHHBIX MEp.
Hapymutenu tuma H  pacnonararor jio0bIMH anmapaTHBIMH KOMIOHEHTaMU
6
kpunrocpeacrtsa u COK.
Hapymmrenn tina H Moryr mcnosib30BaTh HITATHBIE CPEACTBA TOJIBKO B TOM
1
ClIy4ae, €CJIi OHU PACIIOJIOKEHBI 32 MPEAECIaMU KOHTPOIUPYEMOM 30HBI.
Bo3moxknoctu Hapymurenel tina H - H 1o Mcnonas30BaHKIO ITATHBIX CPEIACTB
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3aBUCAT OT pealn30BaHHbIX B MH(POPMALIMOHHOM CUCTEME OpraHU3allMOHHbBIX Mep.
Hapymwurenu tunma H - H wmoryt npoBoauTh 1abopaTOpHBIE UCCIIETOBAHUS
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KPUIITOCPEACTB, UCIOJB3YEMBIX 3a IPeeIaMi KOHTPOIUPYEMOI 30HbI HHPOPMAITMOHHON
CUCTEMBI.
B Tex cmydasx, korga Mojenb yrpo3 pa3padaTbiBaeTcs JUIAMH, HE SIBISIIOIIMMMCS CHEIHalMCTaMu B 00JacTH
3alUThl HH(OPMAIMH, PEKOMEHYETCsl OTPAaHUYUTHCS TOJIBKO MPUBECHHBIMHU BBIIIIE CPEJICTBAMH aTaK.
Pa3paboTunku Mozenu yrpo3 - ClenuaIucTbl B 00JacTH 3alIUThl UH()OPMALUKU MOTYT YTOYHUTH MPUBEACHHBII
BBIIIE MEPEUeHb CPEJICTB aTak. PEKOMEHyeTcsl YKa3aHHOE YTOUHEHHE JeNlaTh TOJIBKO B Cllyyae HEOOXOJUMOCTH
pa3paboTKK HOBOTO THIIA KPUIITOCPECTBA.

Ormrcanne KaHaJIOB aTak
C mpakTH4ecKOW TOYKM 3pEHHUs ITOT pa3ien SBJISETCS OAHMM M3 BAXHEWIIUX B Mojenu Hapymurtens. Ero
COJIepKaHue TI0 CYMIECTBY OMPEeIIeTCsS KaueCTBOM (POPMHUPOBAHUS MOJICITH YTPO3 BEPXHETO YPOBHSI.



OCHOBHBIMU KaHaJIJaMM aTaK SIBJISIOTCS:

- KaHaJbl CBS3U (KaKk BHYTPH, TaK W BHE KOHTpOJMpYyeMoW 30HBI), He 3ammiuieHnsie oT HCJ] k undopmarmu
OpPraHU3alMOHHO-TEXHUYECKUMHI MEPAMU;

- IITaTHBIE CPEACTBA.

Bo3MoKHBIMU KaHalIaMM aTak, B YaCTHOCTH, MOTYT OBITh:

- KaHAJIBI HETIOCPEICTBEHHOT'O IOCTYIa K 00BEKTY aTaku (aKyCTHUECKUH, BU3YalIbHBIN, (PU3NYECKUIA);

- MaIlIMHHBIE HOCUTEIN UH(OPMALIUH;

- HOCUTENN UH(POPMALIUH, BEIBEICHHBIE U3 YIIOTPEOICHUS;

- TEXHUYECKHUE KaHAJIbl yTEUKH;

- CUTHAJIbHBIC LIETIH;

- LM JIEKTPOIUTAHUS;

- LENH 3a3eMJICHMS,

- KaHaJl yT€UKH 3a CYET IEKTPOHHBIX YCTPOHCTB HEMNIACHOI'O MOIy4eHUsl HHopMaLuy;

- nH(pOpMaIMOHHbIE U yrpaBisitonire naTepgeiicsr CBT.

B Tex caydasx, korga Mozenb yrpo3 pa3zpalaTbIBaeTcs JIMLAMM, HE SBISIIOIMMUCS CHEeLUaIUCTaMu B 00JacTu
3alUThl HH(OPMAIMH, PEKOMEHYETCSI OTPAHUYHUTHCS TOIBKO MPUBEJCHHBIMHU BBIIIIE OCHOBHBIMHU KaHAJIAMH aTaK.
Pazpa®oTunku Mozenu yrpo3 - CHeLUANIUCThl B OOJIACTH 3alMThl MH(MOPMAIMK MOTYT YTOUHUTH IPUBEICHHBIN
BBIIIE IIEPEUCHb KAaHAJIOB aTak. PeKkoMeHayeTcss yKa3aHHOE YyTOYHEHHUE JeNaTh TOJIIBKO B Cilydae HEOOXOIMMOCTH
pa3pabOTKK HOBOT'O TUIIA KPUIITOCPE/CTBA.

Omnpenenenye Tuna HapymUTENS
Hapymrens otHOcutTcs x tunmy H ecnm cpeau mpearonoKeHuid O €ero
i
BO3MOXHOCTAX €CTb HNPCAINIOIOKCHUC, OTHOCAIICCCA K HAPYIIUTEIAM TUIIA H , 1 HET
1
MPEIOI0KEHNH, OTHOCSIIUXCSA TOJBKO K HapymuTensm tuna H (§ > 1).

J
Hapymurens otHocutcs k Tuny H B MHQOpManMOHHBIX CHCTEMax, B KOTOPbIX
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oOpaOaTeiBaroTCsl HanOoJiee BaXKHbIE IEPCOHANIbHBIE JTaHHBIE, HAPYILIEHNE XapaKTEPUCTUK
0€30IaCHOCTH KOTOPBIX MOXET MIPUBECTH K 0CO0O0 TSHKENIBIM MOCIEICTBUSIM.
PexomeHayeTcsi mpu OTHECEHHHM OMNEpaTOpOM HapymuTens K Tumy H
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coryiacoBbIBaTh Mozenb Hapymurens ¢ @Cb Poccun.

4. YpoBeHb KpUNTOTPAPUIECKOM 3alTUTHI IEPCOHAIBHBIX JAaHHBIX,
YPOBHHU CIIEIMATHLHOM 3alUTHI OT YTEUKHU M0 KaHallaM MOOOYHBIX
W3JIy4YE€HHUI ¥ HaBOJIOK U YPOBHH 3aIAThHI

OT HECAaHKLIHOHUPOBAHHOTI'O JOCTYIa

4.1. Pazmuuatot mects ypoBHerr KC1, KC2, KC3, KB1, KB2, KA1 kpunTtorpadguueckoil 3alUThI IePCOHATBHBIX
JTAHHBIX, HE COJIEPXKAIUX CBEICHHM, COCTaBIISIONIMX TOCYIapCTBEHHYIO TailHy, OIPEACIICHHBIX B TOPSIKE
BO3paCTaHUSI KOJIMYECTBA M )KECTKOCTH MPEIBSIBISEMBIX K KPUIITOCPEICTBAM TPEOOBAaHUIA, U COOTBETCTBEHHO IIECTh
KJIaCCOB KPUIITOCPEICTB, Takxke o0o3HavaemMbix yepe3 KC1, KC2, KC3, KB1, KB2, KA1.
YpoBeHb KpHUNTOTpaUYecKol 3alIMThl MEPCOHANBHBIX JAHHBIX, OO0ECIeYUBAEMOM KPUITOCPEICTBOM,
OTIPEIEIISICTCSl OMEepPATOPOM TYTEM OTHECEHHWs HapyIIUTENs, IEUCTBHSIM KOTOPOTO JIOJDKHO TPOTHUBOCTOSITH
KPUIITOCPEACTBO, K KOHKPETHOMY THITY.
[Ipu oTHeceHMM 3aKa34MKOM HApPYIIMTENs K THIy H KpHUIITOCPEnCTBO JOJKHO
1
obOecneunTh Kpuntorpaduyeckyro 3amury no yposHio KC1, k tuny H - KC2, k tuny
2
H -KC3, x tuny H - KB1, xk tunmy H - KB2, k Tunmy H - KA1.
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4.2. Paznuuatot Tpu yposust KC, KB u KA cnennanbHO# 3aIIMTH OT YTEUKU 1O KaHAIaM MOOOYHBIX M3IIyYSHHH U
HABOJIOK ITPH 3aILUTE NEPCOHAIBHBIX JAHHBIX C UCIIOJIb30BAHUEM KPUIITOCPEICTB.
IIpu otHecenun nHapymmrenss K tuny H - H momkna ObiTh obOecrieueHa
1 3
cnenuanpHas 3amura 1o ypoBHio KC, k tunmy H - H - mo yposhio KB, k Tuny
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H - o yposHio KA.
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4.3. B cimydae npuHATHS OIIEpAaTOPOM PEIICHUS O 3aIIUTE MEPCOHATBHBIX JaHHBIX B HH()OPMAIIMOHHON CHUCTEME OT
HECaHKLIMOHUPOBAHHOTO IOCTYIIAa B COOTBETCTBUH C HOpMaTUBHBIMU okyMeHTaMu @ Cb Poccun paznnyaror mectb
ypoBaeit AK1, AK2, AK3, AK4, AKS, AK6 3amuTsl OT HECAaHKIIMOHUPOBAHHOIO IOCTYTIA K IEPCOHATBHBIM JaHHBIM
B MH(OPMALIMOHHBIX CUCTEMAX, ONIPEICJIEHHBIX B IOPSIIKE BO3PACTAHUS KOJIMUECTBA U JKECTKOCTH MPEIbsBIIAEMbIX
K CHCTEMaM 3alluTbl TPeOOBaHWM, M COOTBETCTBEHHO IIECTh KIJIACCOB HMH(OPMAIIMOHHBIX CHCTEM, TaKXKe
ob6o3nauaembix uepe3s AK1, AK2, AK3, AK4, AKS5, AK6.
IIpu oTHeceHMHU 3aka3uMKOM HapymuTens kK Tuny H B uHpopManmoHHoil cucreme
1
JODKHA OBITh OOECleYeHa 3amuTa OT HECAHKIMOHHPOBAHHOTO JOCTYMa K
MepCOHAIbHBIM JaHHBIM 110 ypoBHIO AK1, k Tuny H - o yposnto AK2, k tuny H -

2 3
o ypoBHi0 AK3, k Tuny H - no yposnio AK4, x tunny H - no yposHto AKS, k Tuny
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H - no yposaio AK6.
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5. TpeboBaHMsI K KOHTPOJIIO BCTpauBaHUs KPUIITOCPEICTBA

5.1. BerpauBanue kpunrocpeacts kiacca KC1 u KC2 ocymectsnsierca 6e3 koHTposis co ctoponsl @Ch Poccun
(ecntm  3TOT KOHTPOJb HE MPEJYCMOTPEH TEXHHYECKMM 3aJaHMeM Ha pa3paboTKy (MOAEpPHH3AIHIO)
MH(OPMALIMOHHON CUCTEMBI).

Bcerpausanue kpunrocpencts kinacca KC3, KB1, KB2 u KA1 ocymecTsisieTcs TOIBKO O KOHTPOJIEM CO CTOPOHBI
@®Cb Poccun.

5.2. Berpausanue kpunrocpencts kiacca KC1, KC2 nim KC3 moxeT ocyiecTBiAThCS TM00 caMUM MOJIb30BaTEIEM
KpUIITOCPEACTBA MpU Hanuuuu coorBercTByrouieil nuuensun P®Cb Poccun, nubo opranuzanuein, nMeroniei
cooTBeTcTBYMOMY0 JnueH3n OCh Poccun.

BerpauBanue kpuntocpeactsa kiacca KB1, KB2 wumu KAl ocymectBiasieTcss opraHuzanueil, umerouiei
cooTBeTcTBYMOMY!0 JnneH3no OCh Poccun.

5.3. B xoae xonTposs co ctoporsl @Ch Poccun BeTpamBaHUS KpUNITOCPENICTBA MOTYT PEIIAaThCs, B YACTHOCTH,
CIIENYIOINE 3aJa4H:

- IpoBepKa TpeOoBaHUM JOKYMEHTAIMH Ha KPUIITOCPEICTBO, OTHOCSIINXCS K BCTPAaUBAaHUIO KPUIITOCPEICTBA, B TOM
qucle:

- aHaJIM3 KOPPEKTHOCTU BCTPAUBAHMUS,

- QaHAJIU3 MIPABUIBHOCTH (D)YHKIIMOHUPOBAHHUS CHCTEMBI YIIPABICHHS KIIIOYaMH;

- OKCHEepUMEHTalbHas TMpoBepka pabOTOCIOCOOHOCTH KPUNTOCPEACTBA U  IMPABUIBHOCTH  BBIMOJIHEHUS
BO3JIOKEHHBIX Ha HETO LEJIEBbIX (PYHKLNH;

- OIIEHKAa BJIMSHHUS TEXHUYECKUX M MPOTPaAaMMHBIX CPEACTB, COBMECTHO C KOTOPBIMHU MPEIIOJaraercsi IITaTHOE
(GYHKIIMOHMPOBAHUE KPUNITOCPEICTBA, HA BBIMOJIHEHUE NMPEIBABISIEMBIX K KPUIITOCPEJICTBY TPEOOBaHUIA.
MeTtoauka ¥ mporpaMMa KOHTPOJISi BCTpauBaHUSI KPUIITOCPEACTBA pa3paldaThIBAOTCS U (MJIM) 0OOCHOBBIBAIOTCS
CHELMAIM3UPOBAHHOM  OpraHu3alueid, TMpOBOJAIIEH TEMAaTUYECKUE MCCIEAO0BAaHUS KPUNTOCPEICTBA, U
cornacoseiBaroTcs ¢ @Cb Poccnn.



