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3apeructpupoBano B Muntocte Poccun 14 masg 2013 r. N 28375

SOEOEPAJIbHAA CITYXBA N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 heBpansa 2013 r. N 21

Ob YTBEPXAEHUN COCTABA U COOEPXXAHUA
OPIrAHU3ALUMNOHHbLIX U TEXHUYECKUX MEP NO OBECINEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX OAHHbLIX NMPU UX OBPABOTKE
B MUHPOPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbLIX

CHnucok U3MEHSIIOIUX IOKYMEHTOB
(8 pexn. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B coorBercTtBUM ¢ yacThio 4 cratbu 19 ®depepanbHoro 3akoHa ot 27 uwns 2006 r. N 152-®d3 "O
nepcoHasibHBIX aHHbIX" (Cobpanue 3akoHomarenscTBa Poccuiickoit @enepamuu, 2006, N 31, cr. 3451; 2009, N
48, ct. 5716; N 52, c1. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, c1. 4196; N 49, ct1. 6409; 2011, N 23, cT. 3263;
N 31, cr. 4701) u Ilonoxennem o dDemepalbHOW CIyX)O€ MO TEXHUYESCKOMY W IKCIHOPTHOMY KOHTPOIIIO,
yTBepkaeHHbIM Yka3zom Ilpesumenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085 (Cobpanue
3akoHoarenbcTBa Poccuiickoit @enepannu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N
47, ct. 5431; 2012, N 7, ct. 818), mpuKka3biBaro:

1. Y1BepauTs npuiiaraemsie CocTaB U cojiepkaHie OPraHU3alMOHHBIX H TEXHUYECKUX MEp M0 00ECTICUCHHIO
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX ITPU UX 00pabOTKe B MHPOPMALMOHHBIX CUCTEMAX IEPCOHAIBHBIX JTAHHBIX.

2. [lpusnare yrpatuBmuMm cuiy npukaz ®CTIK Poccun ot 5 depans 2010 r. N 58 "OO yrBepkaeHUn
[TonoxeHus o MeTo/1ax U croco6ax 3aluThl HH(GOpMAIMK B UH(OPMAIIMOHHBIX CHCTEMax MePCOHAIbHBIX JaHHbIX"
(3apeructpuposan Muntoctom Poccuu 19 pespans 2010 r., peructpanmonssiii N 16456).

Jupexrop

denepanbHOM CITy>KObI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepxkaeHbI
npukazoM ®CTIOK Poccun
ot 18 despamns 2013 1. N 21

COCTAB U COAEPXXAHUE
OPIrAHU3ALMNOHHbLIX U TEXHUYECKUX MEP NO OBECINEYEHUIO
BE3OMNACHOCTU NEPCOHAJIIbHbIX AAHHbLIX NMPU NX OBPABOTKE
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B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

Cnucok N3MEHSIMUX TOKYMEHTOB
(8 pen. IIpukazoB ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. ObwWwme nonoxeHus

1. Hacrosimuii moKkyMeHT pa3paboTaH B COOTBETCTBUHU € 4acThio 4 ctathu 19 denepanpHOro 3akona ot 27
utoiist 2006 . N 152-D3 "O nepconanbubix nanHbix" (CoOpanue 3akoHoaarensctBa Poccuiickoit denepariuu, 20006,
N 31, ct. 3451; 2009, N 48, c1. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT1. 4173, c1. 4196; N 49, cT. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) 1 ycTaHAaBIMBAET COCTAB U COACPKAHUE OPraHU3ALUOHHBIX U TEXHUYECKUX
Mep 1o obecreyeHnio 6e30MacCHOCTH MEPCOHATIBHBIX JAHHBIX MPH X 00paboTke B MH(DOPMAIIMOHHBIX CHUCTEMax
MEPCOHANBHBIX JAHHBIX (Jlajiee - MEPHI 10 00eCIeYCHUI0 OE30MaCHOCTH MEPCOHAIBHBIX JAHHBIX) IS KaXJI0T0 U3
YpOBHEH 3alIMIEHHOCTH MEPCOHAIBHBIX IaHHBIX, YCTAHOBJICHHBIX B TpeOoBaHUSAX K 3alIUTE MEPCOHAIbHBIX
JTaHHBIX Tpu uxX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMaX IEPCOHATBHBIX JAHHBIX, YTBEPKICHHBIX
nocraHoBieHueM [lpaButenbctBa Poccuiickoit ®epepanuum or 1 HosOps 2012 r. N 1119 (Cobpanue
3akoHoarenbcTBa Poccuiickoit deneparuu, 2012, N 45, cT. 6257).

MepI)I 110 00€eCcIeYeHUI0 0E30ITaCHOCTH INEPCOHATIBHBIX HJAHHBIX MPUHUMAIOTCA JJIA 3alIUThI IICPCOHAIBbHBIX
JaHHBIX OT HCIIPAaBOMCPHOI'O HIIH CHy‘I&ﬁHOFO A0CTyIla K HHUM, YHUYTOKCHHA, N3MCHCHMHI, 6J'IOKI/IpOBaHI/I$I,
KOIIMPOBAaHUA, MPCAOCTABJICHUA, PACIIPOCTPAHCHUA NCPCOHAJIBHBIX AAHHBIX, d@ TAKXC OT HHBIX HCIIPABOMCPHBIX
HeﬁCTBHﬁ B OTHOHICHHH IICPCOHAJIBHBIX JaHHBIX.

B HacrosieM IOKyMEHTE HE pacCMaTpUBAIOTCS BOIPOCHl OOecredeHus Oe30IaCHOCTU IEPCOHAIBHBIX
JIAHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM IOPSAJIKE K CBEJICHUSM, COCTABIISIOIINM I'OCYIapCTBEHHYIO TaiiHy, a TaKxkKe
MEpBI, CBSI3aHHBIE C TPUMEHEHHEM MU (POBATBHBIX (KPUMITOTPaQUUIECKHX) CPEACTB 3aIUTH HH(POPMAIIH.

2. be30onacHOCTh MEPCOHANBHBIX JaHHBIX MPU WX 00pabOTKe B MH(POPMAIMOHHON CHCTEME MEePCOHAIBHBIX
JMaHHBIX (nanee - MHGOPMAIIMOHHASI CUCTEMa) 00eCIeYuBaeT ONepaTop WU JIHUI0, OCYIIECTBIAIOINIEe 00paboTKy
MEePCOHANBHBIX TAHHBIX 10 TOPYUEHHUIO OMlepaTopa B COOTBETCTBUU C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.

Jnst BeImonHEHUsT paboT Mo obecreueHnuto 0e30MacHOCTH TMEPCOHANBHBIX JTAaHHBIX MPH MX 00paboTKe B
nH(OPMAIIMOHHON CHCTEME B COOTBETCTBUU C 3aKOHOJaTeNbcTBOM Poccuiickoii denepanuy MOTYT MPHUBIEKATHCS
Ha JIOTOBOPHOM OCHOBE IOPUIMYECKOE JIUI0 WM WHAWBUAYATHHBIM MpeIpUHUMATETh, UMEIOIINE JTUIEH3UIO Ha
JeSITeNbHOCTD 110 TEXHUYECKOHN 3aluTe KOH(DUIEHITNAIBHON HHPOPMAITIH.

3. Mepsl 110 o0ecriedeHno 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX PEATU3YIOTCS B paMKax CHUCTEMbI 3alllUThI
NEepCOHAIBbHBIX JAHHBIX, CO37aBaEMON B COOTBETCTBUU ¢ TpeOoBaHMAMU K 3aIlIUTE NEPCOHANBHBIX JaHHBIX NP UX
o0paboTke B MH(POPMAIMOHHBIX CHUCTEMaxX [EPCOHAIBHBIX JaHHBIX, YTBEP)KIECHHBIMU IOCTAHOBIECHUEM
ITpaButensctBa Poccuiickoit denepaunu ot 1 HosiOps 2012 r. N 1119, u A0mKkHBI OBITH HampaBleHbl Ha
HENTpaIU3aluio aKTyalIbHbIX YTPO3 0€30MaCHOCTH MEPCOHATIBHBIX IaHHBIX.

4. Mepsl 10 obecriedeHn o 6e30MaCHOCTH MEePCOHANBHBIX JTAHHBIX PEaTU3yI0TCA B TOM YHCIE MOCPEICTBOM
MPUMEHEHUS B UH(OPMALIMOHHON CUCTEME CPEJICTB 3allUThl HHPOPMAIUH, POILIEIINX B YCTAHOBIEHHOM HOPSAKE
IPOIEelypy OLIEHKU COOTBETCTBHUS, B CIIydasiX, KOT/a MPUMEHEHUE TaKUX CPEACTB HEOOXOIUMO JUIsl HeUTpanu3aiu
aKTyaJIbHBIX yrpo3 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX.

Koncynprantllntoc: npumeyanue.
Hywmepanus nyHKTOB JjaHa B COOTBETCTBUHU € O(PUIIMATIEHBIM TEKCTOM JIOKYMEHTA.

6. OI_ICHKa Bq)(pCKTI/IBHOCTI/I pCAIM30BaAHHBIX B paMKaX CHUCTCMbI 3alIHUTHI IICPCOHAJIBHBIX JAHHBIX MCpP IIO
obOecrieyeHn0 0e30IMacHOCTH NEPCOHATIBHBIX JAaHHBIX TIPOBOJUTCA OINCPATOPOM CaMOCTOATCIIBHO HWIH C
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MPUBJICYCHUEM HA JOTOBOPHOW OCHOBE IOPUIMYECKUX JIMLl M MHIAUBUAYAIbHBIX MpPEINPUHUMATENCH, UMEIOIINX
JUIEH3UI0 Ha OCYIIECTBJICHHE JEATEILHOCTH 10 TEXHMYECKOW 3amuTe KOH(HUICHIHMAIbHONW HWHGOpPMAIIIH.
VYkazaHHas OlLleHKa MPOBOAMUTCS HE pPexXe OJTHOTO pa3a B 3 roja.

7. Mepsl 110 obecriedeHnI0 6e30MacHOCTH MEePCOHATBHBIX JaHHBIX MPU UX 00pabOTKe B TOCYJAapCTBEHHBIX
WH()OPMALIMOHHBIX CHUCTEMaX NPHHUMAIOTCS B COOTBETCTBHH C TpPEOOBAHHWSIMH O 3alluTe HWH(POPMAIUH,
coJiepKallecss B TOCYJAapCTBEHHBIX HH(OPMAIMOHHBIX cHucTeMaX, ycraHaBimuBaeMbiMu DOCTOK Poccum B
npezeiax CBOMX MOJTHOMOYHUI B COOTBETCTBUU C 4acThio 5 ctatbu 16 denepanbHoro 3akona ot 27 utons 2006 r. N
149-®3 "O6 wunbopmanuu, HHPOPMAIMOHHBIX TEXHOJOTHSIX W 0 3ammuTe wuHpopmanuun" (CobOpanue
3akoHoarenbcTBa Poccuiickoit @enepanuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N
30, ct. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB 1 cogepxaHue Mmep no obecne4yeHuto 6e3onacHoOCTU
nepcoHanbHbIX AAHHbLIX

8. B cocraB Mep mo obecrieueHUI0 Oe30MacCHOCTH MEPCOHAIBHBIX JAHHBIX, PEAIN3YeMbIX B PAMKaX CHCTEMBI
3alIUThl TEPCOHAIBHBIX JAHHBIX C YYETOM AakTyaJbHbIX YIpo3 O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX H
MPUMEHSEMBIX HH(POPMAIIMOHHBIX TEXHOJIOTHIA, BXOIAT:

UACHTUPUKALMS U ayTeHTU(UKAUS CyOBEKTOB AOCTyIa U OOBEKTOB J0CTYIIA;
yIpaBieHUE TOCTYIIOM CYOBEKTOB JOCTYIa K 00bEKTaM JOCTYIIa;
OrpaHUYEHHUE IPOrPAMMHOM CpeJibl;

3alUTa MAIMHHBIX HOCUTENEH NHPOPMAIIUH, Ha KOTOPBIX XPaHATCS U (W) 00padaThIBaIOTCS IIEPCOHAIBHBIC
JlaHHBIE (J1ajee - MAIIMHHBIE HOCUTEH EPCOHANIBHBIX TaHHbIX);

perucTpanus coOObITHI 6€30MacHOCTH;

AHTUBUPYCHAS 3aIINUTAa;

oOHapyxeHHe (MPeOTBPAILICHUE) BTOPKCHHUI;

KOHTPOJIb (aHAJIN3) 3alIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX;

obecrnieueHne 1eIOCTHOCTH HH(POPMAITMOHHON CHCTEMBI U TIEPCOHAIBHBIX JTAaHHBIX;
obecrneveHre JOCTYIMHOCTH MEePCOHATBHBIX TaHHBIX;

3aIuTa Cpeibl BUPTYaIH3allHH;

3aIUTa TEXHUIECKUX CPECTB;

3ammuTa HHPOPMAITMOHHOW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Tepeauu JaHHbBIX;

BBISIBJICHHE MHIIMJEHTOB (OJHOTO COOBITUS MJIM IPYIIIBI COOBITHIT), KOTOPhIE MOTYT MPUBECTH K COOSM MU
HapyLIeHUIO (PYHKIMOHUPOBAHUS MHPOPMAIIMOHHON cHUCTEMBl U (MJIM) K BO3HUKHOBEHUIO Yrpo3 0e30MacHOCTH
NIEPCOHANIBHBIX JaHHBIX (Jajiee - UHIUJEHTBI), U PEarupoBaHue Ha HUX;

yrIpaBieHue KOHPUTypanuei HHPOPMAIIMOHHON CUCTEMBI U CHCTEMBI 3allIUThI IEPCOHATBHBIX JaHHBIX.

CocraB u COACPIKAaHUC MCP II0 oOecneueHNI0 0E30MacHOCTU NEPpCOHANIBHBIX MAHHBIX, HCO6XOILI/IMBIX JJI
oOecreyeHnus Kaxxgoro us ypOBHefI 3alIUIICHHOCTH TICPCOHAJIIBHBIX JAaHHBIX, HNPHUBCACHBI B IIPUIOKCHUH K
HaCTOAMICMY JOKYMCHTY.
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8.1. Mepbl 1o UACHTU(GUKAMK U AyTEHTH(PHUKAIMU CYOBEKTOB JOCTyNMa M OOBEKTOB JOCTYNA IOJKHBI
oOecrieunBaTh MPHUCBOCHHUE CYOBEKTaM M OOBEKTaM JOCTyIlla YHHKAJIbHOTO TpH3HaKa (uaeHTudukaropa),
CpaBHEHHE MPEIBIBIAEMOro CyOBEKTOM (0OBEKTOM) JOCTyNa HIACHTU(UKATOpA C IMEPEeYHEM IPHUCBOCHHBIX
UJIEHTU(DHUKATOPOB, a TAKXKE IMPOBEPKY NPHHAMICKHOCTH CYOBEKTY (OOBEKTY) JOCTyHa MPEAbSBICHHOTO WM
uaeHTUUKATOPA (TOATBEPIKICHUE TOUTMHHOCTH).

8.2. Mepsl 1O YIpaBJICHHIO TOCTYIOM CYOBEKTOB JOCTyHa K OOBEKTaM IOCTYHa JODKHBI 00ECIeYMBATH
yIpaBJIeHUE TMpaBaMH W TPUBWICTHSAMU CYOBEKTOB JIOCTYyIa, pasrpaHUYEHHUE OCTyNa CYOBEKTOB JIOCTyNa K
00BEKTaM OCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B HH()OPMAIIMOHHOW CHCTEME ITPABUIT pa3rpaHUuCHHS
JIOCTYIIa, a TAKXKE 00eCcIeuynBaTh KOHTPOIIb 32 COOMIOACHHEM dTUX MPABHIL.

8.3. Mepbl 110 OrpaHHUUCHHIO TIPOTPAMMHOMN CPEJIbl JIOJKHBI 00ECIICUNBATh YCTAHOBKY M (MJIH) 3aMyCK TOJIBKO
pa3peIieHHoro K KCIOJIb30BaHUI0 B MH(POPMAIMOHHON CUCTEME MPOTPAMMHOIO OOECIICUCHHS WJIM HCKIIIOYaTh
BO3MOXKHOCTh YCTAHOBKHM M (WJIM) 3alycKa 3alpelIeHHOr0 K HCIOJIb30BAHUIO B HH(OPMAIMOHHOW CHCTEME
MPOrPaMMHOTO O0ECTICUCHUSI.

8.4. Mepsl 1o 3amIUTe MAIIMHHBIX HOCUTENIEH IMEPCOHAJIbHBIX NaHHBIX (cpeAcTB 00pabOTKU (XpaHEHHs)
MEPCOHAIIBHBIX JIAHHBIX, CHEMHBIX MAIIMHHBIX HOCHUTEJICH TMEPCOHAIBHBIX JAaHHBIX) JODKHBI HCKIIOYATh
BO3MO>XHOCTh HECAaHKLIIMOHHUPOBAHHOTO JIOCTYIA K MAIIMHHBIM HOCUTEJSM U XPaHAILIUMCS HA HUX TEPCOHATBHBIM
JAHHBIM, a TaKXe HECAHKIMOHMPOBAHHOE HCIIOIH30BAHUE CHEMHBIX MAIIMHHBIX HOCHUTENECH NepCOHATbHBIX
JAHHBIX.

8.5. Mepsl Mo perucrpanuu COOBITUH 0E30MacHOCTH JIOJDKHBI OOeCTieunBaTh cOOp, 3alHCh, XPAaHCHHUE H
3amuTy HHGOpMauu 0 COOBITHIX O€30MacHOCTH B MH()OPMALIMOHHON CUCTEME, a TAK:Ke BO3ZMOXKHOCTH MPOCMOTPA
U aHaM3a HHGOPMAIMK O TAKUX COOBITUSAX M pearupoBaHHE Ha HUX.

8.6. Mepsbl 110 aHTUBUPYCHOH 3aIUTE JOJDKHBI o0ecreunBaTh OOHapyXeHHe B MH(POPMALIMOHHON cucTeme
KOMIBIOTEPHBIX ~ TporpamMM OO  WHOW  KOMIOBIOTEpHOW  HMHGOpMAlMM,  NpeIHA3HAYEHHOW  JUIS
HECAHKIIMOHMPOBAHHOTO  YHUUYTOXEHMS, OJIOKUPOBaHMs, MOAU(DUKALMN, KOIMUPOBAHHUS KOMIIBIOTEPHOM
nHGOpPMALNY WM HEUTPATH3AIMK CPEJICTB 3alIUThl HHPOPMALIMH, a TAaKXKe pearnpoBaHue Ha OOHAPYKEHHE ITUX
porpamMm U MH(OpMaIuu.

8.7. Mepsl mo oOHapykeHHIO (MIPEAOTBPAIIEHUIO) BTOPKEHHM TOJDKHBI OOecreurBaTh OOHAPY>KEHUE
NecTBU B MH(OPMAIIMOHHOW CHUCTEMeE, HAIMpPaBIEHHBIX HAa HECAHKIIMOHUPOBAHHBIM TOCTYN K HH(pOpPMAIIUH,
CHeTMAIbHBIC BO3JICHCTBUS Ha MHPOPMAIMOHHYIO CHCTEMY U (HMJIM) TIEPCOHAIBHBIC TAHHBIC B IEJSX JOOBIBAHMS,
YHUUYTOXKEHUS, UCKAKEHHUS M OIOKUPOBAHUS JOCTYyIAa K MEPCOHANBHBIM JIaHHBIM, a TaK)K€ pearupoBaHUE Ha ITH
JEUCTBUA.

8.8. Mepbl 110 KOHTPOJTIO (aHATN3Y ) 3aIIUIIEHHOCTH MEPCOHANBHBIX TaHHBIX JOJDKHBI 00eCTIeYuBaTh KOHTPOJIb
YpOBHSI 3alllMIIEHHOCTH IME€PCOHAIbHBIX JaHHBIX, 00padaTbiBaeMblX B HWH(POPMAIMOHHOM CHUCTEME, IIyTeM
MPOBEJICHUSI CHUCTEMATHMUECKUX MEPOINPHUATHA MO aHaiu3y 3allMIIEHHOCTH HH()OPMAIMOHHOW CHCTEMBI U
TECTUPOBAHUIO pAOOTOCIIOCOOHOCTH CUCTEMBI 3AIUTHI TEPCOHAIBHBIX JTAHHBIX.

8.9. Mepbl M0 00eCreYeHHIO LEIOCTHOCTH MH(POPMALIMOHHON CHCTEMBI U MEPCOHATBHBIX JaHHBIX JOJDKHBI
o0OecnieunBaTh OOHapykeHHE (DaKTOB HECAaHKUIMOHHPOBAHHOIO HApYUIEHHs ILEITOCTHOCTH HH(POPMAIIOHHOM
CUCTEMBl M COJEp)KalMXCi B HEH MEPCOHAIBHBIX JAHHBIX, a TaKK€ BO3MOXHOCTb BOCCTAHOBJICHHS
MH(OPMALIMOHHON CUCTEMBI M COAEPKAIIMXCS B HEM NMePCOHANbHBIX TAHHBIX.

8.10. Mepsbl 110 00ecTedeHnI0 JOCTYITHOCTH MEPCOHANIBHBIX JAHHBIX JJOJDKHBI 00€CIIeunBaTh aBTOPHU30BAHHBIN
JOCTYNl TIOJb30BaTeNel, HMMEIOIUMX TpaBa IO JOCTYMYy, K I[EPCOHAIbHBIM JaHHBIM, COJAEpXalluMci B
MH(POPMAIIMOHHOM CUCTEME, B IITATHOM peKuMe (PYHKIIMOHUPOBAHHS MHPOPMALIMOHHON CUCTEMBI.

8.11. Mepsl mo 3amuTe cpelbl BUPTYaIW3alUHM JOKHBI MCKIKOYaTh HECAHKIIMOHWPOBAHHBIM JIOCTYI K
MEePCOHANBHBIM JIaHHBIM, 00pabaThiBaeMbIM B BUPTYIbHONH HHPPACTPYKTYpe, U K KOMIIOHEHTaM BUPTYaJbHOMN
nHppacTpyKTypbl W (WIM) BO3ACHCTBME HAa HHUX, B TOM YHCJIE€ K CPEACTBAM YIPABJICHHUS BUPTyaJTbHOU




UHPPACTPYKTYPOH, MOHHMTOPY BHUPTYAJIbHBIX MAaIIMH (TUNEPBU30PY), CHUCTEME XpaHEHUsS IaHHBIX (BKIIOYas
CUCTEMY XpaHEHHUs oOpa30oB BHUPTYyaJbHOW HHOPACTPYKTYpPHI), CETHU MepeAayd JaHHBIX Yepe3 3JIEMEHTHI
BUPTYaJIbHOU WM (PU3NUECKON MH(PPACTPYKTYpHI, TOCTEBBIM ONEPALIMOHHBIM CHCTEMaM, BUPTYAIbHBIM MalIHHAM
(xoHTelHEpaM), CUCTEME U CETH PEIUIMKAIlMU, TEePMUHAIBHBIM U BUPTYalIbHBIM YCTPOMCTBAM, a TaK)KE CHCTEME
PE3EpPBHOrO KOIMPOBAHUSA U CO3/1aBAEMbIM €10 KOIIHUSIM.

8.12. Mepbl 1O 3amIMTe TEXHUYECKUX CPEJICTB JOJDKHBI HCKIIOYATh HECAaHKIIMOHUPOBAaHHBIA JOCTYH K
CTAIlMOHAPHBIM  TEXHHMYECKUM  CpEICTBaM, O00padaThBAIONUM  MEPCOHANBbHBIE  JaHHBIE, CpPEICTBaM,
obOecrieunBarOIIMM  (PYHKIIMOHUPOBaHHE HMH(POPMAIIMOHHON CHCTeMBI (Jajiee - CpeiacTBa oOecreueHus
(YHKITMOHUPOBAHMSI ), U B TIOMEIIEHUS, B KOTOPBIX OHHM MOCTOSHHO PACIOJIOKEHBI, 3aIUTY TEXHUYECKUX CPEIICTB
OT BHEIIHUX BO3JICHCTBUH, a TaKXKe 3aIUTY MEPCOHAIBHBIX JaHHBIX, TPEICTABICHHBIX B BUJEC MH(OPMATHBHBIX
ANEKTPUYCCKUX CUTHAIIOB M (PH3UIECKHX TIOJIEH.

8.13. Mepsl 110 3amuTe HHGOPMAITMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U TIEpPeIaud JaHHBIX JOJKHBI
o0ecrieunBaTh 3alUTy IEPCOHATBHBIX MTAHHBIX IPH B3aMMOICHCTBHM WH(OPMAIMOHHONW CHCTEMBI WA €€
OTJICTILHBIX CErMEHTOB ¢ MHBIMH MH(OPMAIMOHHBIMH CUCTEMaMH W MH()OPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIMH
CeTSIMH TOCPEJCTBOM TPUMEHEHHUS AapXUTEKTYpbl HHPOPMAIIMOHHON CHUCTEMBI M MPOCKTHBIX PEIICHUH,
HaIlpaBJICHHBIX Ha oOecreueHne 0€30MMacCHOCTH IIEPCOHATBHBIX JTAHHBIX.

8.14. Mepsbl 110 BBISBICHMIO MHIUACHTOB U pEarnpoBaHMIO HA HUX JOJDKHBI oOecreuuBaTh OOHapyKEHHE,
UACHTU(UKALNIO, aHAJIN3 WHIMJIEHTOB B MH(POPMALIMOHHOW CHUCTEME, a TaKXKe NMPHUHATUE MEp M0 YCTPAHEHHIO U
MpPEeNyNPEXIECHUI0 HHIIUCHTOB.

8.15. Mepsl o ynpaBiieHHI0 KOHPUTyparueil ”HHOPMAIIMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX
JAHHBIX JIOJDKHBI 00ECTICUNBATh YIIPABICHUE N3MCHCHUSIMHA KOHPUTYpaiuy HH(OOPMAIIMOHHON CHCTEMBI H CHCTEMBI
3alUThl TEPCOHAIBHBIX JAaHHBIX, AHAIU3 MOTCHIMAIFHOTO BO3JICHCTBUS IUIAHUPYEMBIX W3MEHEHUN Ha
obecniedueHre 6€30MaCHOCTH MTEPCOHATBHBIX JTAHHBIX, & TAKXKE JIOKYMCHTHPOBAHKE dTUX U3MCHCHHUM.

9. BH60p MCp IIO obecreyeHnio 0€30MacHOCTH NNEPpCOHAJIbHBIX JaHHBIX, ITOJICKAIIUX pPCAIN3allUd B
HH(l)OpMaHI/IOHHOfI CHUCTCMC B paMKax CUCTCMbI 3allIUThI IICPCOHAJIbHBIX JaAHHBIX, BKJIIOYACT:

OIIPCACIICHUC 0a30BOro Ha6opa MEp 110 obecneueHnI0 0E30MacHOCTH MNEPCOHANIBHBIX JaHHBIX JJIS
YCTAHOBJICHHOI'O YPOBHS 3allIUIIICHHOCTU MEPCOHAJIBHBIX JAaHHBIX B COOTBCTCTBUU C 0a30BBEIMU Ha60paMI/I MCp 1o
oOecrneueHNI0 OE30IMaCHOCTH NEPCOHANIBHBIX JAHHBIX, IPUBCACHHBIMHA B IIPUTIOKCHUH K HACTOAIICMY NOKYMCHTY,

ajanrtanuioo 6a3oBoro Habopa Mep MO oOecrneueHHt0 OEe30MacHOCTH MEPCOHAIBHBIX JAHHBIX C YYETOM
CTPYKTYPHO-(DYHKIIMOHAJIBHBIX XapaKTEPUCTUK HMH(OPMAIIMOHHOM CHCTEMbl, MH(POPMALMOHHBIX TEXHOJOTHH,
0CO0eHHOCTEN (PYyHKIIMOHUPOBAHUSI WH()OPMAITMOHHOM CUCTEMBI (B TOM YHCJIE UCKITIOYEHUE U3 0a30BOr0 Habopa
Mep, HEOCPECTBEHHO CBSA3aHHBIX C MHPOPMALIMOHHBIMU TEXHOJIOTUSAMH, HE UCIIOJIb3YEMbIMU B UHPOPMALIMOHHOM
CUCTEME, WU CTPYKTYPHO-(PYHKIIMOHAIBHBIMU XapaKTEPUCTUKAMHU, HE CBONCTBEHHBIMH HH(GOPMAIIMOHHON
CUCTEME);

YTOYHEHHUE aJJanTHPOBAHHOTO 0a30BOro HaAbOpa Mep M0 0OECTICUEHUIO OE30MTACHOCTH MEPCOHATBHBIX JTAHHBIX
C YYETOM He BBHIOpAHHBIX paHee Mep, MPUBEIACHHBIX B MIPUIOKEHUN K HACTOSIIEMY JTOKYMEHTY, B Pe3yJIbTaTe 4ero
OTIPEICIIAIOTCS MEPHI TI0 00ECIIeYCHHIO 0€30ITaCHOCTH MTEPCOHANTBHBIX JJTAaHHBIX, HAITPABJIICHHBIC HA HEHTPATU3aIHIO
BCEX aKTYyaJbHBIX YIP03 O€30MACHOCTH MEPCOHATBHBIX TAHHBIX JJIsi KOHKPETHON HHPOPMAITIOHHON CUCTEMBIL;

JIOTIOJTHEHNWE YTOYHEHHOTO aJanTHPOBAHHOTO 0a30BOro Habopa Mep mo obecrneueHuro O0e30MacHOCTH
MEePCOHANBHBIX JaHHBIX MEepaMu, 00€CIIeYNBAIOIIMMHE BBIITOJIHEHUE TPEOOBAHUH K 3alTUTE MIEPCOHATBHBIX TAHHBIX,
YCTaHOBJ'IeHHI)IMI/I HWHBIMHA HOpMaTI/IBHI)IMI/I HpaBOBBIMI/I aKTaMH B O6J'IaCTI/I 06ecnequI/I${ 6630H3CHOCTI/I
MEePCOHANBHBIX TJAHHBIX M 3aIIUTHI HH()OPMAIIUH.

10. Tlpu HEBO3MOXHOCTH TEXHMUYECKON peanu3alii OTAEIbHBIX BBIOPAHHBIX Mep IO OOECHEeUeHUIo
0€30IaCHOCTH MEPCOHATBHBIX JIAHHBIX, a TaKKe C YYeTOM HKOHOMHYECKOW Ie1eco00pa3HOCTH Ha J3Tamax
aganTanuu 0a3oBoro Habopa Mep ¥ (WiIM) YTOYHEHHUS aJanTHPOBAaHHOTO 0a30BOro Habopa Mep MOTyT




pa3pabarbiBaTbcs WHBIE (KOMIIEHCHPYIOIIME) MEpbI, HANpaBJICHHbIE HAa HEHUTpPANIM3aLMUIO aKTyaJbHBIX YIpo3
0€30I1aCHOCTH NEPCOHANBHBIX IaHHBIX.

B sToMm cjIydyac B Xo4¢€ pa3pa60TKH CUCTCMBI 3alllUThI NICPCOHAJIBHBIX HTAHHBIX HOJIKHO OBITh IpOBCACHO
000CHOBaHHE IMPUMCHCHHU A KOMIICHCUPYIOIIUX MCP AJId obecneyeHns: 6€30aCHOCTH IEPCOHATIbHBIX TaHHBIX.

11. B cnyuae onpezneneHus B cOOTBETCTBUU ¢ TpeOoBaHUSAMH K 3alUTE NEPCOHAIBHBIX IIPU UX 00pabOTKE B
MHGOPMALIMOHHBIX CHCTEMaxX I[EpPCOHAJbHBIX JAHHBIX, YTBEPXKIEHHBIMH IIOCTaHOBJIeHUEM [IpaBuTenbcTBa
Poccuiickoit @enepaunn ot 1 HOA0pst 2012 1. N 1119, B kauecTBe akTyaabHBIX YTpo3 0€30IaCHOCTH IIEPCOHATBHBIX
JAHHBIX 1-r0 ¥ 2-ro TUNOB JONOJHUTENBHO K MepaM IO 00ecledyeHUI0 0e30MacCHOCTH MEPCOHAIbHBIX JaHHBIX,
YKa3aHHBIM B IIYHKTE€ 8 HACTOSILEr0 JOKYMEHTA, MOI'YT IIPUMEHATHCS CIIE1YIOIINE MEPBI:

IPOBEPKA CUCTEMHOTO M (HJIM) MPUKIATHOTO MPOrpaMMHOI0 oOecreueHusi, BKJIIoUas MporpaMMHBIN KO, Ha
OTCYTCTBHE HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH C UCIOIB30BAHUEM aBTOMATU3UPOBAHHBIX CPEJICTB U (M) 0e3
HCIIO0JIb30BAaHUSI TAKOBBIX;

TECTUPOBAHUE HHPOPMAIIMOHHOW CUCTEMBI HAa IPOHUKHOBEHHUS;

HUCIIOJIB30BaHHUEC B I/IH(1)OpMaI_II/IOHHOI>’I CHUCTCMC CHUCTCMHOI'O H (I/IJ'II/I) IPUKIAAHOr0 IPOrpaMMHOIO
O6€CH€‘~I€HI/I$I, pa3pa60TaHH0r0 C UCIIOJIB30BAHUECM MECTOJI0B 3alIUIICHHOI'O IPOIrpaMMUPOBAaHUAA.

12. TexHuueckue Mepsl 3alUTHI IEPCOHAIBHBIX JAaHHBIX PEAIU3YIOTCSA MIOCPEACTBOM IIPUMEHEHHUS CPELCTB
3aluThl MHQOpPMAlLMM, B TOM 4YHUCIE MPOTrpaMMHBIX (IPOrpaMMHO-aNNapaTHbIX) CPEJICTB, B KOTOPBIX OHU
peaan30BaHbl, UMEIOIINX He00X0AUMBbIe (YHKIIUN O€30IaCHOCTH.

[Ipu ucnonp3oBanuM B MHGOPMAIMOHHBIX CHCTEMaX CEpTH(QHUIMPOBAHHBIX MO TPEOOBAHUSM 0€301MaCHOCTH
HMH(pOpMaLUU CPEACTB 3alUThl HH(OPMALHUHU:

B MH(DOPMAIMOHHBIX CUCTEMaxX | ypOBHS 3alIUIICHHOCTH TMEPCOHAIBHBIX JAaHHBIX MPUMCHSIIOTCS CPEICTBa
3amuThl HHGOpMalMK He HiKe 4 kiacca U 4 ypOBHS OBEpHs, a TAKKe CPEJICTBA BBIUMCIUTEILHON TEXHUKU HE
HIDKE 5 KJtacca;

(8 pen. [Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH(GOPMAIIMOHHBIX CUCTEMAaX 2 ypOBHS 3alIUIICHHOCTH MEPCOHATLHBIX JaHHBIX MPUMEHSIOTCS CPEJICTBA
3amuThl HHGOPMAIIMK HE HIKE 5 Klacca U 5 YpPOBHSI TOBEpHs, a TAKKe CPEJICTBA BBIUMCIUTEIFHON TEXHUKHU HE
HIDKE 5 Kitacca;

(8 pen. [Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH(GOPMAIIMOHHBIX CUCTEMAaX 3 ypOBHS 3alIUIICHHOCTH MEPCOHATLHBIX JaHHBIX MPUMEHSIOTCS CPEJICTBA
3amuThl UHGOpMarmu 6 Kiacca U 6 YpoBHS JOBEpHS, a TaKKe CPEJCTBA BBIUMCIUTEIHLHON TEXHUKU HE HIKE 5
KJiacca,

(8 pen. [Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B I/IH(i)OpMaHI/IOHHBIX cucremax 4 YPOBHA 3allIUIIICHHOCTU MEPCOHAIBHBIX JAHHBIX NPUMCHAIOTCA CPEACTBA
3amuThl MHpOpManuu 6 kiaacca U 6 YpOBHS JOBEpHUs, a TAaK)Ke CPEACTBA BBIYMCIUTEIBHON TEXHUKU HE HIKE 6
KJacca.

(B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

Kiaccer 3aIIUTEI ONIPCACIIAOTCA B COOTBETCTBHMHM C HOPMATHBHBIMH IIPABOBBIMHM aKTaMH, HU3JJaHHBIMU B
cOOTBETCTBUH ¢ ToAMyHKTOM 13.1 mynkTa 8 [Tonoxenus o DegepanbHOU CIyx)0€ M0 TEXHHYECKOMY U SKCTIOPTHOMY
KOHTPOJTI0, YTBEepKJIeHHOro YKa3zoM [Ipesunenta Poccutickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

YpoBHU J10BEpHs YCTAHABJIMBAIOTCS B COOTBETCTBUM C TpebGoBaHusMHU 1O 0€30MacHOCTH HMH(OpMAIMH,
YCTaHABIIMBAIOIIMMHU YPOBHHU JIOBEPHSI K CPEACTBAM TEXHUUECKOH 3alllUThl HH(POPMAIUH U CPEICTBAM OOecTieueHus
0e301acHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHH, yTBepkAeHHbIMU npukazoM @CTOK Poccun ot 30 uronst 2018 1. N
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131 (3apeructpupoan Muntocrom Poccun 14 nosiOpst 2018 1., peructparmonssiii N 52686).
(a63ar BBeneH [Ipukazom @CTIK Poccun ot 14.05.2020 N 68)

[Ipu ucnonp3oBaHuU B MHOOPMAIIMOHHBIX CUCTEMaX CPEICTB 3aIlUThl HHPOPMALUH, CePTUDUIIMPOBAHHBIX
no TpeboBaHMAM Oe30macHOCTH WH(OpMAIWH, YKa3aHHBIE CpEACTBA JOJDKHBI OBITH CEPTH(PUIMPOBAHBI Ha
COOTBETCTBHE O0053aTEIbHBIM TPeOOBaHUAM IO OE30MaCHOCTH MH(OPMALUHU, YCTAHOBJICHHBIM HOPMAaTHBHBIMU
IIPAaBOBBIMHU aKTaMH, WM TPEOOBAHMSAM, YKa3aHHBIM B TEXHUYECKUX YCIOBHUSAX (3a1aHHSX 110 OE30IaCHOCTH).

OyHKIMU 0e30MacHOCTH CPEACTB 3alIMThl MH(POPMALMU TOJDKHBI OOECIIEYMBATH BBIOJHEHHE MEp 10
obecreyeHnto 6e30M1acCHOCTH NIEPCOHATBHBIX JAHHBIX, COAEPKAIINXCS B HACTOSILEM IOKYMEHTE.

A63an yrpatui cuity ¢ 1 ssaBapst 2021 roga. - I[pukaz @CTOK Poccun ot 14.05.2020 N 68.
(n. 12 B pen. ITpukaza ®CTIK Poccum ot 23.03.2017 N 49)

13. Ilpu ucnonap30BaHUU B MH(POPMAITMOHHBIX CHCTEMaX HOBBIX MH(POPMALMOHHBIX TEXHOJIOTUH U BBISIBICHUH
JIONOJIHUTENbHBIX YTPo3 O€30M1aCHOCTH NEPCOHATIBHBIX TaHHBIX, AJIs1 KOTOPBIX HE ONpeAEIeHbl Mepbl 00eCIeUeHUS
ux 0€30MaCHOCTH, JIOJKHBI pa3padaTbIiBaTbCs KOMIIEHCUPYIOIIUE MEPHI B COOTBETCTBUU € MTyHKTOM 10 HacTosIero
JOKYMEHTA.

ITpunoxenue

k CocTaBy U COACPIKAHUIO
OpPTraHMU3AIMOHHBIX U TEXHUYECKHUX
Mep 1o 0OecTieueHnI0 6e30MacCHOCTH
MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMAITMOHHBIX
CUCTEeMax NEePCOHABHBIX JaHHBIX

COCTAB U COOEPXXAHUE
MEP NO OBECIMNEYEHUIO BE3OIMNMACHOCTU NEPCOHAJIbHbIX AAHHbIX,
HEOBXOOUMbIX A1 OBECMNEYEHUA KAXXO0Iro U3 YPOBHEN
SAWLMNUWEHHOCTU NEPCOHAJIbHbBIX AAHHbLIX

VYcnosroe | ConeprkaHue Mep Mo 00eCIeyeHHI0 0e30MacHOCTH | YPOBHU 3alllUIEHHOCTH

o003HaueHue NEPCOHAIBHBIX JaHHBIX MEPCOHAIBHBIX JaHHBIX
1 HOMEp
MepBI 4 3 2 1
I. Unentudukanus u ayreHTUPHUKALUSA CYyObEKTOB JocTyna U 00bekToB Aoctymna (MAD)
NAD.1 WNnentudukanus u ayreHTHUKamsa | + + + +
NoJib30BaTese,  SABISIIOIUXCA  PaOOTHUKAMH
orneparopa
NAD.2 WNnentudukanus u ayreHTU(UKALNS YCTPOKCTB, B + +
TOM 4YHCJ€ CTallMOHAPHBIX, MOOWIBHBIX H
MOPTAaTUBHBIX
NAD.3 VYnopasnenue uaeHTU(UKATOpaMU, B TOM dHcie| + + + +
CO3J1aHHE, IIPUCBOEHHUE, YHUUTOKEHHUE
UJCHTU(PHUKATOPOB
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NAD.4

VYnpasieHue cpeacTBaMu ayTeHTU(UKAIUU, B TOM
yuciae  XpaHeHHe, BbIJada, HMHULUAIN3AINS,
OJIOKMPOBAaHHE CPEACTB  ayTCHTH(HUKAIMH |
IPUHATHE Mep B Cily4dae YyTpaTsl M (WMJN)
KOMITPOMETAIUHU CPEACTB ayTeHTU(PUKAIIUN

NAD.5

3amura oOpaTtHO# CBSI3U npu BBO/JIC
ayTeHTU()UKALMOHHOW HH(pOpMaUU

NAD.6

Wnentudukanms u ayTeHTH(UKanus
NOJIb30BaTENe, HE SBIAIONIMXCS PaOOTHUKAMU
oreparopa (BHEIIHUX MOJIb30BATENICH )

II. Y

paBJICHUC JOCTYIIOM CY6'BGKTOB J0CTYyIIa K 00BEKTaM

noctyna (YIII)

VIIJL1

Ynpasnenue (3aBeneHue, aKTUBAIHS,
ONOKMpOBaHWE H  YHUYTOXKEHUE)  yUYETHBIMH
3alMCSAMH I10JIb30BaTeIeH, B TOM YHCIIE BHEIIHHX
MOJb30BaTeICH

+ |+ |+

VIIL.2

Peamuzanus HEOOXOIUMBIX METOJIOB
(TMCKPEIMOHHBIN, MaHAATHBIA, POJICBON WIJIM WHOMN
METO/), TUMOB (YT€HHE, 3aIUCh, BHIMOJHEHUE WU
WHOM THI) W MPABHJI Pa3rPaHUYCHHS JTOCTYIIa

VI3

VYropasnenue — (¢unbTpanus, — MapuIpyTH3aIus,

KOHTPOJIb COETMHEHU, OJIHOHAIpaBJICHHAS
meperaya M HHBIE  CIIOCOOBI  YIpaBIICHUS)
MH(POPMAIIMOHHBIMH MIOTOKaMHU MEXY

yCTpOMCTBAMH, CEerMEHTaMH HUHGOPMAIMOHHON
CHUCTEMBI, a TaKXe MEXIy HHPOPMAIMOHHBIMU
CUCTEMAMHU

VIIA.4

Paznenenne momHoMoumii (pomeil) moiap30oBaTeNeH,
QIMUHUCTPATOPOB H  JIUI, OOECIEUYUBAIOLINX
(GyHKIIMOHUPOBaHKUE WH(OPMAIITMOHHON CUCTEMBI

VIS

Ha3nauenne MHUHUMAaIbHO HEOOXOAMMBIX IpaB H
MIPUBWIETHI OJIb30BATENSM, aIMUHUCTPATOpPaM U
aunaM, obecnedrBaroUMM  (QYHKIIMOHMPOBAHUE
MH(OPMALIMOHHON CUCTEMBbI

VIIJL6

OFpaHI/IquI/Ie HCYCIICIIHBIX TIIOIBITOK BXOJa B
nHPOpPMALIMOHHYIO ~ cHucTeMy  (mocTyma K
MH(OPMALIMOHHON CUCTEME)

VIIJL7

[IpenynpexaeHne MoIb30BaTeNs IPH €ro BXOJE B
UHQOPMAIIMOHHYIO CHCTEMY O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME PeaTu30BaHbl MEPHI MO
obecriedyeHnt0o  0€30MaCHOCTH  MEPCOHAIBHBIX
JIaHHBIX, W O HEOOXOIUMOCTH COOJIOJACHHUSI
YCTaHOBIICHHBIX OMEPaTOPOM MpaBHI OOPaOOTKH
MEPCOHAJIBHBIX JaHHBIX

VIII.8

OHOBCH.[CHI/IC IMMOJIB30BAaTCIIsl  MOCJIC  YCICHIHOTO




BXOJa B HWH(POPMALMOHHYIO CHUCTEMY O €ro
NpebIAYIIEM BX0O€ B MHPOPMALMOHHYIO CUCTEMY

YIIA.9 OrpanuueHue uuciaa MapajUIeNbHBIX CEAHCOB
JocTyna Uil KaXJIOM  y4eTHOM  3amucu
MOJI30BaTeNs UH(OPMAIIMOHHON CHCTEMBbI

VIIA.10  |bnokupoBanue ceaHca Jnocryna B
UH()OPMAIIMOHHYIO cucTeMy nocie
YCTaHOBJIEHHOTO BpEMEHHU Oe3neiicTBus

(HEaKTUBHOCTH) MOJIB30BATENS WU 10 €T0 3aIpocy

VI 11 Pa3zpemienue (3amper) AeMCTBUN MOJb30BaTElNeH,
pa3pereHHbIX hi (o) UACHTH(DUKAIIH u
ayTeHTU(UKAIIUN

VIIA.12  |ITonnepxka 51 COXpaHEeHue aTpudyTOB
0e30macHOCTH (METOK 0€301MacHOCTH ), CBA3aHHBIX C
uHdopmanueld B Tpomecce €€ XpaHCHUS U
00paboTKu

VIIIO.13 Peanuzanus 3amuuieHHOro yJAajaeHHOro JOCTYyIa
CyOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa dYepes
BHEIITHHE nH(pOpMaIMOHHO-
TEJICKOMMYHUKALIHOHHBIE CETH

VIIZA.14 |PermameHTanusi ¥ KOHTPOJb MCIIOJNb30BaHUS B
MH(OPMAaLMOHHOM cucreme TEXHOJIOTUH
0ecIpoBOIHOTO JOCTyIA

VIIJ.15 |PernmameHTtanuss W KOHTPOJIb HCIIOJIb30BAHUS B
MH(OPMAaIMOHHOM CHUCTEME MOOMIIBHBIX
TEXHUUYECKUX CPEICTB

VIIA.16 | Yopasnenue B3aUMOJIeHCTBHEM c
UHOOPMALIMOHHBIMM ~ CHUCTEMaMH  CTOPOHHUX
OpraHu3anui (BHEWIHKE MH(pOpMallMOHHbIE
CUCTEMBI)

VIIA.17 |ObGecrieueHne AOBEPEHHOW 3arpy3Kd CpEACTB
BBEIYUCIIUTEILHON TEXHUKU

II1. Orpanunuenue nporpammuoii cpeast (OIIC)

OIIC.1 VYnupasnenue 3aIyCKOM (oOpareHusIMM )
KOMITOHCHTOB ITPOTPAMMHOTO OOECIICUCHHs, B TOM
quclie OMpefeNieHue 3alyCKaeMbIX KOMITOHEHTOB,
HACTpOMKa IapaMeTpoB 3allyCcka KOMIIOHCHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMITOHEHTOB
MPOTPaMMHOTO 00eCTIeueHUS

OIIC.2 VYnpasnenue YCTaHOBKOM (uHCTAMIALKEN)
KOMIIOHEHTOB IIPOTPaMMHOT0 oOecreueHusi, B TOM
qHCcie ONpeJesIeHNe KOMIIOHEHTOB, IMOJJIEKAIINX
YCTaHOBKE, HACTpOilka IapaMeTpOB YCTaHOBKH
KOMIIOHEHTOB, = KOHTpPOJb  3a  yCTAHOBKOM




KOMITOHEHTOB IIPOrpaMMHOT0 00ecrieyeHus

OIIC.3 YcranoBka (MHCTAUISINS ) TOJIBKO pa3peleHHOTO K
WCIOJIb30BAHUIO TPOTPAMMHOTO OOECIIeUeHUS |
(W1M) ero KOMITIOHEHTOB

OIIC 4 VYrpasineHue BpeMEeHHbIMU (paitilaMu, B TOM YHCIIS
3alpeT, pa3pellieHue, IepeHanpaBlIeHUE 3aIllcCH,
yIajJeHue BpeMEHHBIX (ailioB

IV. 3amura MalmmHHbBIX HOCUTENEH epcoHambHbIX JaHHbBIX (3HN)

3HU.1 Yyer MalMHHBIX HOCUTEIEH  IMEPCOHAIBHBIX
JTAHHBIX
3HN.2 VYnpaBieHue AOCTYIIOM K MallMHHBIM HOCHUTEIISM

MEPCOHAIBHBIX JAaHHBIX

3HI.3 KoHTposs nepemeleHnss MaluHHBIX HOCHTENEH
IIEPCOHAJIBHBIX JAHHBIX 3a IIPEIENbI
KOHTPOJINPYEMON 30HBI

3HN .4 Uckirouenne BO3MOKHOCTHU
HECaHKITMOHUPOBAHHOTO 03HAKOMJICHUS c
coJiepKaHuEM MePCOHAITBHBIX JaHHBIX,

XpaHsgamuxcsa Ha MAIOWMHHBIX HOCHUTCIIAX, H (I/IJ'II/I)
HCIIOJIF30BaHUS HOCUTEICH NEPCOHATIBbHBIX JAHHBIX
B MHBIX I/IH(I)OpMaI_II/IOHHLIX CHCTCMax

3HU.5 KonTtpons wucnons3oBanusi uHTepdeiicoB BBoOIA
(BeIBOAA) MH(pOpPMaMM Ha MalIMHHBIE HOCHUTEIH
MEPCOHANIbHBIX TAHHBIX

3HU.6 Kontpons BBoma (BbIBoga) HH(popManmuu Ha
MalIMHHbIE HOCUTENN EPCOHANBHBIX JaHHBIX

3HN.7 KoHTponb MNOAKIIOYEHMS] MAIMHHBIX HOCHUTENEH
IIEPCOHANIBHBIX TAHHBIX

3HI.8 VYHuutoxkeHue (CTUpaHue) Win 00e3IUYUBaHuE +
MEePCOHANBHBIX JAHHBIX HA MAIIMHHBIX HOCUTEISX
IpyU HX I[epeJaye MeXAy I[0JIb30BaTeIsIMU, B
CTOPOHHHME OpraHM3alluu Ui PEMOHTa WM
YTUIN3AlUM, a TakXke KOHTPOJIb YHUUYTOKEHUS
(cTupanus) UMM 00E3TMUNBAHUS

V. Peructpanust coobitii 6ezonacHoctu (PCB)

PCB.1 Onpenenenue COOBITHIA Oe3omacHocTH, | + +
TOJIIKAIUX PETUCTPAIMH, U CPOKOB X XPaHEHUS

PCB.2 Omnpenenenue coctaBa U CoAepKaHUs HHpopMauu |+ +
0  CcOOBITHSAX  0€30MacHOCTH,  MOJUIEXkKAIUX
perucrpanuu

PCB.3 Cbop, 3amuch © xXpaHeHHWe wuHPOpMAHK O| + +




COOBITUAX 0e30macHOCTH B TEeUeHUE
YCTaHOBHeHHOI‘O BpeMCHI/I XpaHeHI/I}I

PCb.4

PearupoBanue Ha cOOU MPH PEruCTPALIUU COOBITHIA
0e30IIaCHOCTH, B TOM YHCJIE€ allaparHble MU
porpamMMHbIe OIMOKHU, cOOM B MeXaHU3Max cOopa
uHbopMallMd W JOCTHI)KEHHE Ipesena WM
MEPETIOTHEHHS 00beMa (EMKOCTH ) TTaMSITH

PCb.5

MounuTopuHr (IPOCMOTp, aHalu3) peE3yJbTaTOB
perucrpamnuu COOBITUI 0€301MacHOCTH u
pearupoBaHHe Ha HUX

PCb.6

'enepupoBanue BPEMEHHBIX METOK U  (WJIN)
CUHXPOHHU3AIUS CHUCTEMHOTO BpEMEHHU B
MH(OPMALIMOHHON CHUCTEME

PCB.7

3amuTa uHGOpPMAIHK O COOBITUSAX 0€30MaCHOCTH

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanuzanus aHTI/IBI/Ipy0H0ﬁ 3allIUThI

AB3.2

OOHoOBIIEHHE 0as3el JaHHBIX IIPpU3HAKOB
BPCAOHOCHBIX KOMITBIOTCPHBIX mporpamm

(BUpyCOB)

VIIL. O6napysxenue Bropxenuii (COB)

COB.1

Obnapy>xeHue BTOp)KEHUN

COB.2

Oo6HoBNEHNE 0a3bl peHIaloIIUX MPaBUI

VIIL

KonTtposns (aHanu3) 3amuieHHOCTH EPCOHATBHBIX

nanHbIx (AH3)

AH3.1

Brisisnenue, aHAIN3 YSI3BUMOCTEN
WH()OPMALIMOHHOW  CHUCTEMBI U OMNEPAaTUBHOE
YCTpaHEHHUE BHOBb BBISIBICHHBIX YA3BUMOCTEN

+

_|_

AH3.2

KoHTponb ycTaHOBKHM OOHOBIEHUI MPOrPaMMHOTO
obecrievyeHus, BKJIIOUast OOHOBJICHHE
MIPOrpaMMHOTO  O0ECIEYEeHHs] CPEJCTB  3aIIUThI
uHpopMauu

AH3.3

Kontpons  paboTocnocoOHOCTH,  MapaMeTpoB
HAaCTPONKH MU TMPaBUIBHOCTH (DYHKIHOHUPOBAHUS
MIPOrPaMMHOTO0 OOECTIEYEeHUsI U CPEJICTB 3aIUTHI
uHpopManuu

AH3.4

KoHTposne  cocraBa  TEXHHYECKHX  CPEJICTB,
MIPOrPaMMHOTO0 OOECTIEYEeHUsI U CPEJICTB 3aIUTHI
uHpopManuu

AH3.5

KoHTponbs mpaBui reHepani U CMEHBI IapoJei
II0JIb30BATENEH, 3aBEIEHUS U YHAJIEHUS YUYETHBIX
3amucell  MOJIb30BATENIEW, pealu3aluyd IPaBUI
pasrpaHuyeHUs JI0CTYyTIA, IIOJIHOMOYU I




MoJib30Bateseit B ”HOOPMAITMOHHOU CUCTEME

IX. Ob6ecnieuenne 1eIOCTHOCTH HHPOPMAITMOHHON CHCTEMBI U TIEPCOHAIBHBIX JTAHHBIX

(OLI)

OLJI. 1 Kontposnb LEJIOCTHOCTH IPOrpaMMHOTO + +
o0ecrieyeHus1, BKIII0Yasi porpaMMHoOe o0ecTieueHIe
CpeACTB 3alMThl HH(POPMALIUN

OLJL.2 KoHTpoJsib 11€10CTHOCTH TEPCOHATBHBIX JaHHBIX,
coJiepKammxcs B 6a3ax JaHHBIX HHPOPMAITHOHHOM
CUCTEMBbI

OLIJL3 OOecrieueHre  BO3MOJXKHOCTH ~ BOCCTAHOBJICHUS
MIPOTPaMMHOTI0 obecrnieueHus, BKJIIOYAst

MporpaMMHOE  OOCCIICYCHHE CPEACTB  3allUThI
uH(OpMAalUY, TPU BO3HHUKHOBCHHH HEIITATHBIX
CUTYyalHit

OLJIL.4 OO6napy>keHue U pearuipoBaHUE Ha MOCTYIUICHHE B + +
WH()OPMALIMOHHYIO CHCTEMY HE3alpaninBacMbIX
ANEKTPOHHBIX COOOIIECHUH (IHMCceM, JOKYMEHTOB) U
WHOW  wH(pOpPMANMK, HE  OTHOCSIIMXCS K
(GYHKIIMOHUPOBAHUIO WH(GOPMAIMOHHONW CHUCTEMBI
(3amuTa OT crama)

OLULS KonTpois coJiepKaHus uH(popMaluy,
nepenaBaeMoil 13 MHGOPMALMOHHOW CHCTEMBI
(KOHTEWHEpHBIN, OCHOBAaHHBI Ha CBOMCTBax
oOBbekTa  gocTyna, ©  (WIM)  KOHTEHTHBIN,
OCHOBaHHBINM Ha MOMCKE 3alpelIeHHON K Mepenaye
uHpOpMaIIUU C HCITIOJIb30BAaHUEM CUTHATYpP, MacOK
Y UHBIX METOJIOB), M MCKJIIOYEHUE HEMPABOMEPHOMN
nepegayn  MHPOpMaLUU U3 MHPOPMALMOHHOM
CHUCTEMBbI

OLJL.6 OrpannueHue TMpaB TOJb30BATENIE 1O BBOAY
nHpopManuy B ”HGOPMAIIMOHHYIO CUCTEMY

OLJL.7 KoHTponb TOYHOCTH, MONHOTHI M MNPABHIBHOCTU
JAHHBIX, BBOJIMMBIX B HTHPOPMAIIHOHHYIO CUCTEMY

OLJL.8 Kontponb ommbOYHBIX AEHCTBUM TMOJIb30BaTENEH
10 BBOJTY U (WMJTN) Mepeiaye MepCoHaTbHBIX TaHHBIX
Y TIPEIYIPEKICHUE TTOJIH30BATENCH 00 OIMOOYHBIX
JNEUCTBUAX

X. ObecrieueHune TOCTYHOCTH NiepcoHaNbHBIX JaHHBIX (OT)

OAT.1 Hcnons30BaHne OTKa30yCTOMYMBBIX TEXHUYECKHX
CPEICTB

OAT.2 PesepBupoBanue TEXHUYECKUX CpEACTB,
MIPOrpaMMHOTO OOecreyeHus, KaHaJloB Iepenayu
uH(popMaIuy, CPEIICTB obecrieueHus

(GYHKIIMOHUPOBaHMS UH(POPMALIMOHHON CUCTEMBI




OJIT.3

Kontpone  6e30Tka3HOro  (yHKIHMOHUPOBAHUS
TEXHUYECKUX CPEICTB, oOHapykeHue u
JIOKaJTH3aIHs OTKa30B (bYHKIIMOHUPOBAHUS,
NPUHATHC MCP MO BOCCTAHOBJICHUIO OTKAa3aBIIHX
CPE/CTB U X TECTUPOBAHUE

OJIT.4

[Tepuoauueckoe pe3epBHOE KOIMPOBaHUE
MEPCOHANIBHBIX JJAHHBIX Ha PE3€pPBHbIC MAIIMHHbBIC
HOCHTEIH MEPCOHATBHBIX JTaHHBIX

OJT.5

ObecrieyeHrie  BO3MOXHOCTH  BOCCTAHOBJICHUS
[IEPCOHANBHBIX JAHHBIX C PE3EPBHBIX MAILIMHHBIX
HOCHUTEJICH TepCOHAJIbHBIX JIAHHBIX (PE3EepPBHBIX
KOIIMH) B TEUEHUE YCTAHOBJIEHHOI'O BPEMEHHOIO
UHTEpBaJia

XI. 3amura cpeasl Buptyanuszanuu (3CB)

3CB.1

Wnentudukanus M ayTeHTUPHUKALUS CYyOBEKTOB
JIocTyna ¥ OOBEKTOB JOCTyNa B BHUPTYaJbHOM
UHPPACTPYKTYpE, B TOM YHUCIIE aIMHUHHCTPATOPOB
yIIpaBJIEHUs CPEJICTBAMH BUPTYaJIU3allu1

3CB.2

VYmpaBneHue AOCTyIoM CYOBEKTOB JOCTyma K
00BEeKTaM JOCTyTa B BUPTYaJIbHON
uHpacTpyKType, B  TOM  4YHCIE  BHYTpH
BUPTYaIbHBIX MAIIUH

3CB.3

Perucrpanus coOBITHI 0€30macHOCTH B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB.4

Vnpasienue — (puabTpanms, — MapuipyTH3aLus,
KOHTPOJIb COETUHEHMS, OJIHOHATpaBJIEHHAS
nepefaya)  MOTOKaMH  MHGOpMAlMM  MEXIy
KOMITOHEHTaMH BUPTYyalbHOW HMH(QPACTPYKTYpHI, a
TaKXKe 1o EPUMETPY BUPTYaJIbHOU

UH(QPaACTPYKTYpPHI

3CB.5

JloBepeHHasi 3arpy3ka CepBEpOB BHUPTyajIu3alluy,
BUPTYyaJdbHOW MaIIUHBI (KOHTEHHEpa), CEpBEpPOB
yIpaBiIeHUs BUPTyan3alen

3CB.6

YrpasiieHue nepeMenieHueM BUPTYaTbHBIX MAITuH
(xoHTelHEepOB) U 00padaThIBAEMbIX HA HUX JaHHBIX

3CB.7

KonTpons L[EJIOCTHOCTHU BUPTYalIbHOU
UHQPaACTPYKTYpHI U ee KOHPUrypanuit

3CB.8

Pe3epBHOE KONMPOBAaHUE NAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJICTB, MIPOrPaMMHOTO
oOecriedeHnsT BUPTYyalbHOW WHQPACTPYKTYpPHI, a
TaKK€ KaHaJOB CBA3M BHYTPU BHUPTYalIbHOU

UHPPACTPYKTYPHI

3CB.9

Peanusanus v ynpasiieHHE€ aHTUBUPYCHOM 3alLIUTON
B BUPTYaJIbHOU HH(PACTPYKTYype




3CB.10 Pa3Oouenne BupTyanpHON HWHPPACTPYKTYpHl Ha
CETMEHTHI (cermMeHTHpOBaHUE BUPTYaITbHOU
HHPPACTPYKTYpHI) i1 00pabOTKH MEePCOHATBHBIX
JAHHBIX OTAEIBHBIM IOJb30BaTesieM | (WJIM)
TPYIION MOJIb30BaTENCH

XII. 3amura Texaundeckux cpeacts (3TC)

3TC.1 3ammuTa nHpopManuu, o0OpabaTbIBacMOi
TEXHHUYECKUMHU CpPEACTBAMH, OT €€ YTCUKH II0
TEXHUYECKUM KaHaJIaM

3TC.2 Opranu3zanus KOHTPOJIMPYEMOM 30HBI, B IpeaeIax
KOTOPOM MOCTOSHHO Pa3MENIAl0TCsl CTallMOHApHBIC
TEXHUYECKUE CpeAcTBa, oOpabaTbIBaromye
MH(OPMAIIHIO, M CPEJCTBA 3AIMUTH HH(MOPMALIUH, a
TaKXkKe CpecTBa oOecrnieueHust (QyHKIIMOHHUPOBAHUS

3TC.3 Kontposnb u ynpaBieHue Gu3nueckum JIOCTYIoM K| +
TEXHUYECKHM CPEJICTBAM, CpEICTBaM  3alllUThI
uHpOpMaIuy, CpeacTBam oOecrnieyeHust

(GYHKIMOHMPOBAHUS, a TAKKE B IOMELICHHUS H
COOPYKCHHUA, B KOTOPBIX OHHU YCTAHOBJICHBI,
UCKITIOYAOLIHE HECaHKLHOHUPOBAHHBIH
¢usnveckuid JOCTYm K cpeiacTBaM 00paboTKH
uHpopmMalmu, cpeacTBaM 3aluThl HHOOPMAIMU U
cpeactBaM  obecrieueHusT  (PYHKIIMOHUPOBAHHSA
UH()OPMAIIMOHHON CHCTEMBI, B IOMECLICHUS U
COOPYKCHUA, B KOTOPBIX OHHU YCTAHOBJICHDBL

3TC.4 Pa3memnienue ycrpoiicTB BbiBosja (0TOOpaxkeHus)| -+
uHpopManuy, UCKJIIOYaIolIee ee
HECAaHKIIMOHUPOBAHHBIN ITPOCMOTP

3TC.5 3amuTa OT BHEIIHHUX BO3JEHCTBUM (BO3JEHCTBUI
OKpY Karomien cpenpl, HECTaOMIIBHOCTH
ANIEKTPOCHA0KEHNS, KOHAUITMOHUPOBAHMS ¥ UHBIX
BHEIIHUX (PAaKTOPOB)

XIII. 3amuTa “HPOPMAIIMOHHOM CUCTEMBI, €€ CPEICTB,
cucTeM CcBs3u U nepenaun gaHHbix (31C)

3UC.1 Pa3znenenue B uHPpopMaMOHHOM cucteme QyHKIUI
1o YIIpaBJICHUIO (aAMUHHUCTPUPOBAHUIO)
nH(OPMAIIMOHHOU CUCTEMOH, YIIPaBIICHUIO
(aIMUHHMCTPUPOBAHUIO) CUCTEMOM 3aILUTHI
MEPCOHANBHBIX JaHHBIX, PYHKIHUNA MO 00paboTke
NEPCOHANBHBIX  JAHHBIX W  HHBIX  (DYyHKIMA
MH(OPMALIMOHHON CUCTEMBbI

3UC.2 [IpenorBpamenne 3aaepKKH WM TNpPEephIBaHUSA
BBITIOJTHEHUS TIPOLIECCOB C BBICOKUM IPHOPUTETOM
CO CTOPOHBI IIPOIIECCOB C HU3KUM IIPHOPUTETOM

31UC.3 ObecrnieyeHne 3alIUThl MEPCOHATBHBIX AAHHBIX OT| +




PacKpBITHs, MOJU(UKAIIMA U HaBs3bIBaHUS (BBOIA
JTOXKHOW  wHpOpManuu) TpU €€  [mepenade
(monrotoBke K TIepefade) IO KaHajlaM CBSI3H,
MMEIOIIAM BBIXOJ 32 NIPEACNbl KOHTPOJIUPYEMOU
30HBI, B TOM YKCJIE OSCIIPOBOHBIM KaHAIaM CBSI3U

3UC.4

OOecnieueHre JOBEPEHHBIX KaHajda, MapuipyTa
MEXIYy aIMUHUCTPATOPOM, TIOJIB30BaTEIeM U
cpencTBamMu  3anuThl MHGoOpManuu (HyHKIUSIMHA
0€30MMacCHOCTH CPE/ICTB 3aIUThI MH()OPMALIUHN)

3UC.5

3anper HECAaHKI[MOHUPOBAHHOMN YAAIEHHON
aKTHBAallUM BHJIEOKAMEp, MHUKPO(POHOB U HHBIX
nepuepuiiHpIX  YCTPOMCTB, KOTOpbIE  MOTYT
aKTUBHPOBATHCA  yNAJICHHO, M  OIOBELICHHE
MOJIb30BaTesei 00 aKTUBALIMU TAKHX YCTPOMCTB

3UC.6

[lepenaya m KOHTPOJIb LEIOCTHOCTH aTpUOYTOB
0e30macHOCTH (METOK 0€30IaCHOCTH ), CBS3aHHBIX C
NEePCOHABHBIMUA JaHHBIMH, TIPH OOMEHE MMHU C
WHBIMH UH()OPMAIIMOHHBIMHI CUCTEMAMHU

3UC.7

KoHTpoJIb CaHKIMOHMPOBAHHOTO W HCKJIKOYEHHE
HECAHKIIMOHUPOBAHHOTO HCITOJIb30BaHUS
TEXHOJIOTHUH MOOMIIBHOIO KOHA, B TOM YHCIIE
perucrpanus COOBITHH, CBS3aHHBIX c
HCIIOJIb30BAHUEM TEXHOJIOIMH MOOMIILHOTO KOJa,
WX aHallu3 W pearupoBaHUE HA HapyUIEHUs,
CBSI3aHHBIE C  MCIIOJIL30BAaHHEM  TEXHOJOTHI
MOOMJILHOI'O KOJIa

3UC.8

KOHTpOnb CaHKIMOHMPOBAaHHOIO M HCKIIIOUEHHE
HECAaHKIIMOHUPOBAHHOTO HCIIOJIb30BaHNUS
TEXHOJIOTMM TIepelayd pedd, B TOM 4YHCIIE
perucTpanus COOBITHUH, CBSA3aHHBIX c
HCIIOJIb30BAHUEM TEXHOJIOTUHM Iepefadn pedu, Ux
aQHAJIM3 U pearnpoBaHUE HA HApPYLIEHUs, CBA3aHHbIE
C MCIOJIb30BAaHUEM TEXHOJIOTUHN MTepEeAaun peun

3UC.9

KoHTposib CAaHKUMOHUPOBAHHOW M HCKIOUYEHUE
HECaHKITMOHUPOBAHHON nepeaadn
BUJCOMH(OpPMAIIM, B TOM YHCJE pErucTpamus
COOBITHH, CBSI3aHHBIX C nepenayen
BUJIcOMH(OPMAIINH, X aHATN3 U pearupoBaHUE Ha
HapyIIEHHUs, CBS3aHHBIE c nepeaaden
BUJICOMH(OpMAITIH

3UC.10

[lonTBepkneHne  MPOUCXOXKIAEHHWS  UCTOYHHMKA
uH(popmanuu, ITOJIy4aeMou B rporecce
ONpPEACIEHUSI CETEBBIX aJPECOB IO CETEBBIM
HMCHAM WKW OHNpCACICHUA CETCBBIX HWMCH II0
CETEBBIM aJIpecam

3UC.11

O0ecrieueHre MOAIUHHOCTH CETEBBLIX COEIUHEHUIA
(ceaHCOB B3aMMOJICHCTBUS), B TOM YHCIE IS




3alUThl OT TIOJMEHBI CETEBbIX YCTPOMCTB U
CEPBHUCOB

3UC.12

Hckmoyenue BO3MOKHOCTHU OTPHULIAHUS
nojp30oBareneM (akra OTIPABKU IEPCOHAIBHBIX
JAHHBIX JPYrOMY I10JIb30BATEII0

3UC.13

Hcknrouenue BO3MOXKHOCTH OTpULIAHUS
1oJib30BaTeeM (akTa MOJTY4YEHHUS MEePCOHATIbHBIX
JAHHBIX OT IPYroro MOJIb30BATENA

31C.14

Hcnonp30BaHue  YCTPOWCTB  TEPMHUHAIBHOIO
JocTyma Juisi 00padOTKH MEePCOHATBHBIX TAHHBIX

3UC.15

3amuTa apXuBHBIX (ailyIoB, MTApaMeTPOB HACTPOUKH
CPEACTB 3alUThl MHPOPMALUU U IPOrPAMMHOIO
oOecrieyeHnsT U WHBIX JIaHHBIX, HE MOJUIekKAIIUX
U3MEHEHMIO B Iporiecce 00paboTKU MepcoHaATbHBIX
JAHHBIX

3UC.16

BoisBnenne, aHaiu3 W OJOKMpOBaHUE B
WH(OPMALIMOHHOW CHCTEME CKpPBITHIX KaHaJloB
nepeaayn mHpopManuu B 00XOJ peaTn30BaHHBIX
MEp WM BHYTPU  Pa3pELICHHBIX  CETEBBIX
IIPOTOKOJIOB

3UC.17

PazOuenne  wHQOpPMAMOHHOW  CHCTEMBI  Ha
CerMEHThl (CerMEHTHpPOBaHHE HWH(POPMALMOHHON
CUCTEMbI) W OOECIeueHUe 3allUThl [EPUMETPOB
CErMEHTOB MH()OPMAIIMOHHON CHCTEMBI

31C.18

Obecneuenue 3arpy3Ku " UCIIOJIHEHUS
MPOrpaMMHOTO  O0ecreueHuss C  MAalluHHBIX
HOCHUTEJIEH MEPCOHAIBHBIX JAHHBIX, JOCTYIIHBIX
TOJIBKO JUIsl YTEHMsl, U KOHTPOJIb LEIOCTHOCTU
JAHHOTO MTPOrPaMMHOT0 0OecreueHHs

3UC.19

W3onsmus nporieccoB (BBIMOTHEHUE MPOTpamMM) B
BBIIEJIEHHON 00JIaCTH TTaMATH

31C.20

3ammra OeCcTpOBOHBIX COCTMHECHUH, +
MIPUMEHSIEMbIX B MH(POPMALIMOHHON CUCTEME

XIV. BrisBrieHue MHIMAECHTOB U pearupoBanue Ha Hux (MTHILI)

WHIL1

OnpeneneHHe JINIL, OTBECTCTBCHHBIX 3a BBISIBJIICHHC
HHOUACHTOB U pCarupOBaHUC HAa HUX

WHIL.2

OOHnapyxeHue, HIEHTH(UKALUS U PerUcTpalus
WHIMICHTOB

VHIL3

CBoeBpeMEHHOE nH(pOpMUpPOBaHHE JIULL,
OTBETCTBEHHBIX 32 BBISIBICHUE HHIMJIECHTOB H
p€arupoBaHuc Ha HHUX, (6} BO3HUKHOBCHUU
UHIUJIEHTOB B  HMH(GOPMALIMOHHON  cucreme
IMOJIB30BATCIIMU U aIMUHUCTPATOPpaAMU




HHII.4 AHanu3 WHIMUACHTOB, B TOM YHCJE OINpEIeICHUE + +
NCTOYHHUKOB nu HpI/I‘-II/IH BO3HHUKHOBCHUS
HMHIIAIEHTOB, a TaK)Ke OICHKA MX MOCJIEACTBUN

HHIL.5 [Ipunstue Mep 1O YCTPAHEHUIO MOCIEACTBUI + +
WHIIUJICHTOB

MHIIL.6 [InanupoBanue u IIpUHATUE Mep 1o + +
MPEAOTBPALEHUIO TOBTOPHOTO BO3HHWKHOBEHUS
WHIIUJICHTOB

XV. Ynpasnenue koHpurypanuein nHGOPMAIIMOHHONH CUCTEMBI K CHCTEMBI 3aIIUTHI
nepcoHaNbHBIX TaHHBIX (YKO)

YK®.1 Onpenenenue aull, KOTOPbIM pa3pelieHbl 1eHCTBUS + + +
[0 BHECCHUIO W3MEHCHMH B KOH(HIYpPaIHIO
MH()OPMAIIMOHHONW CHCTEMBI M CHUCTEMBI 3aIIUTHI
NEePCOHATBHBIX JTaHHBIX

VK®.2 VYnpasnenue U3MEHEHUAMU KOH(UTYpaluu + + +
WH()OPMAIIMOHHONW CHCTEMBI M CHUCTEMBI 3aIIUTHI
MEPCOHANIbHBIX TAHHBIX

VK®.3 Ananus HOTCHIINAIbHOT'O BO3IEUCTBUS + + +
IUIAHUPYEMBIX ~ HM3MCHEHHM B  KOH(HTyparuu
MH(OPMALIMOHHONW CHCTEMBI M CHUCTEMBI 3aIIUTHI
MEPCOHAJIBHBIX JTAHHBIX HA O0ECIEYCHHE 3allUTh
MEPCOHANBHBIX  JaHHBIX U COTJIaCOBaHUE
M3MEHEHHH B KOHQUTypanuu WHPOPMALUOHHOM
CUCTEMBI C JIOJDKHOCTHBIM JIMIIOM (PaOOTHHUKOM),
OTBETCTBEHHBIM 3a o0ecredeHue O0e30MmacHOCTH
MEePCOHANBHBIX JTaHHBIX

YK® 4 JlokyMeHTUpoBaHHe HH(OpManuu (aHHBIX) 00 + + +
W3MEHEHUAX B KOH(pUrypanuun HHPOPMaMOHHOMN
CHUCTEMBbl U CHUCTEMbI 3aIlUTHl IEPCOHAIBHBIX
TTAHHBIX

"+" - Mepa 1o obecnevyeHn o0 0e30MacHOCTH MEePCOHABHBIX JaHHBIX BKIIOUEHa B 0a30BbIH HAOOp Mep A
COOTBETCTBYIOIIETO YPOBHS 3aIIUIIIEHHOCTH ITEPCOHATBHBIX JaHHBIX.

Mepsl o obecnieueHnIo 6€30MaCHOCTH MEPCOHANIBHBIX JAaHHBIX, HE 0003HaYEHHBIE 3HAKOM "+, IPUMEHSIOTCS
npu ajantandu 0a3oBoro Habopa Mep M YTOYHEHHMH aJalTHUpPOBaHHOIO 0a30Boro Habopa Mmep, a Takke IMpHU
pa3paboTKe KOMIIEHCUPYIOIUX Mep MO 00ecreyeHHI0 0€301MacHOCTH MEPCOHATBHBIX JaHHBIX.




